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PROBLEM TO BE SOLVED: To access a private address network from a global 
address network. 

SOLUTION: An address conversion device manages respective nodes (terminals 
A to D) by attaching a unique name (PC-B. home-a. com as a FQDN (fully 
qualified domain name)) to the respective nodes belonging to a private address 
network, and acquires a corresponding private address (192.168.0.2, for 




example, when query is made about PC-B.home-a.com) and notifies, when a 
prescribed name is inquired from a global address network or a prescribed node 
belonging to another private address network. A DNS (domain name system) 
server within the global address network which does not belong to a tree of a 
DNS server within global address network is prepared for each private address 
network, and the problem of the name of a private address can be solved via the 
global address network by making the DNS server accessible from the global 
address network. 
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CLAIMS 



[Claim(s)] 

[Claim 1] In the communication device which has the 2nd network which consists 
of terminals which belong to the 1st network which consists of communication 
devices which have the address of the 1st type, and have the address of the 2nd 
type in the subordinate the identifier the terminal belonging to the network of the 
subordinate of other communication devices was named - being concerned - 
others - with a means to manage corresponding to the identifier the 
communication device was named The communication device characterized by 
establishing a means to output the demand of address solution to the 
communication device which corresponds with said management tool when the 
identifier the terminal used as a communications partner was named from a 
subordinate's terminal is received. 

[Claim 2] a means to make the address of the subordinate's terminal correspond 
with the identifier to which it was attached by the terminal, and to manage it - 
said - others -- the demand of the address solution of the terminal of the 
subordinate from a communication device -- receiving -- said management tool -- 
the address - solving - said - others - the communication device according to 
claim 1 characterized by establishing a means to notify the address solved to the 
communication device. 

[Claim 3] The communication device according to claim 2 characterized by to 
establish a means matches the address which received the notice with the 
dummy address which is said 2nd type of address and changed into the address 
which is not used as the address of the terminal the subordinate's network, and 



manage when the notice of solution of the address is received from a 
communication device besides the above to the demand of address solution, and 
a means notify said address after conversion to the terminal which required a 
communication link. 

[Claim 4] The communication device according to claim 3 characterized by 
establishing a means to change a dummy address into the address of a 
communication device besides the above when a packet with the dummy 
address after a notice is received from the terminal which required the 
communication link. 

[Claim 5] In the network system which consists of the 1st network which consists 
of communication devices which have the address of the 1st type, and the 2nd 
network which consists of terminals which have the address of the 2nd type 
under the command of a communication device The 1st management tool which 
the address of the subordinate's terminal is made to correspond to said 
communication device with the identifier to which it was attached by each 
terminal, and is managed, The 2nd management tool which the identifier of a 
terminal is made to correspond with the communication device which manages 
the address of the terminal, and manages it, The network system characterized 
by asking for other communication devices which solve the address of the 
terminal of a communications partner to ****** and the communication link 
demand from a subordinate's terminal with said 2nd management tool, and 
performing address solution with said 1st management tool with other 
communication devices. 

[Claim 6] The global address network with which each node has the unique 
address, and the private address network which has the address which is not 
unique, In the network system which has address translation equipment which 
changes the address in case data are transmitted among these said address 
translation equipment A unique identifier is given and managed to each node 
belonging to said private address network. The network system characterized by 
what a corresponding private address is acquired and notified for when the 



inquiry to a predetermined identifier is made from the predetermined node 
belonging to said global address network or other private address networks. 
[Claim 7] The global address network with which each node has the unique 
address, and the private address network which has the address which is not 
unique, The 1st address translation equipment which performs address 
translation in said global address network, In the network system which has the 
2nd address translation equipment which performs address translation between 
said global address networks and said private address networks Said 1st and 
2nd address translation equipment by establishing a connection independently, 
respectively and exchanging the information about a connection mutually 
between said global address network and said private network network The 
network system characterized by what transfer of data is enabled for. 
[Claim 8] Said 1st address translation equipment is a network system according 
to claim 7 characterized by notifying the information about said connection to 
said 2nd address translation equipment in case a transmit terminal establishes a 
connection. 

[Claim 9] For the actual private address of an accepting station, said 1st address 
translation equipment is a network system according to claim 8 characterized by 
notifying the address of a different dummy to a transmit terminal. 
[Claim 10] For the actual private address of said accepting station, the address of 
said dummy is a network system according to claim 9 characterized by being the 
address with which network classes differ. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the communication device and 
network system which have the global address network with which each node 
has the unique address especially, the private address network which has the 
address which is not unique, and address translation equipment which changes 
the address in case data are transmitted among these about a communication 
device and a network system. 
[0002] 

[Description of the Prior Art] The IP address used for the Internet communication 
link is managed internationally, and when performing the Internet communication 
link, distribution of the IP address (although called a formula IP address, it is 
hereafter described as a global IP address) which becomes unique in the Internet, 
or a domain name is to be received from the management engine (provider who 
is approved as Japan Network Information Center JPNIC or its proxy in the case 
of Japan) which received request from the international engine or it which has 
managed the IP address unitary. Therefore, if a global IP address is not acquired, 
the Internet communication link cannot be performed, and it is to communicate. 
[0003] On the other hand, in networks, such as LAN (Local Area Network) which 
does not perform the Internet communication link, the IP address (IP addresses 
other than a global IP address are hereafter described as a private IP address) of 
arbitration can be used. However, it sets to RFC (Request For Comments) which 
IETF (International Engineering Task Force) which is the standardization 
organization of the Internet technique exhibits. So that a problem may not arise, 
when the terminal which is using the private IP address is wrong and an Internet 



connectivity is performed In LAN which does not perform an Internet connectivity, 
using an IP address (it being hereafter described as a private IP address, 
although it is a kind of the private address) with the specific number which that it 
is not a global IP address can identify is recommended (it mentions later for 
details). 

[0004] On the other hand, since it is the situation that we are anxious about an 
exhaustion of a global IP address, with the rapid increment in the Internet 
communication link in recent years, the situation which a global IP address 
cannot fully distribute to networks which need a lot of IP addresses, such as a 
company and a self-governing body, has arisen. In order to cope with lack of 
such a global IP address, when using a private IP address (or private IP address) 
inside LAN and performing the Internet communication link with an external 
network in a company etc., the method of using a global IP address is becoming 
general. 

[0005] However, the cases where he wants to connect LAN built using the private 
IP address only supposing connection within LAN with other networks similarly 
built using the private IP address with the spread of the rapid increment in LAN 
(private network) and the Internet communication links are increasing in number. 
In this case, there are the following problems. The network number part which is 
a part of address is being fixed to the specific figure, and since the above- 
mentioned private IP address has the comparatively narrow range of the number 
which can be used as a private IP address, its possibility that the same private IP 
address is used in a different network is large. When carrying out direct 
continuation of the networks for which the same private IP address may be used, 
without minding the global Internet, it is desirable not to change the contents of a 
setting, such as a private IP address given to each terminal and a server which 
participates in the address. Implementation of the IP address inverter it enables it 
to connect, without changing the environment of each network where it has 
already worked from such a situation in both the separate networks that are 
using the private IP address uniquely is desired. 



(1) Like configuration common knowledge of an IP address, the IP address in the 
Internet communication link which uses a TCP/IP protocol consists of 32 bits 
which consists of parts for a part for the address part for identifying a network (it 
is hereafter described as a network number), and the address part for identifying 
each host in the network (terminal) (it is hereafter described as a host number). 
However, since there is much what has many networks (local network) in a wide 
range area although there are few hosts of each network (local network) while 
there is a large-scale network with many internal hosts among the networks of a 
company, the digit count of a network number is changed by network scale and 
configuration. It is shown whether a "class" is a network which uses what figure 
for a network number. 

[0006] Although drawing 21 illustrates the configuration of the IP address of each 
class, like illustration, 7 bits which a top bit is "0" and Class A follows are a 
network number (a network number is described also as NW number by a 
diagram including other drawings), and remaining 24 bits has a host number. The 
inside of the parenthesis of drawing 21 is the number of bits used for a network 
number and a host number. Moreover, in Class B, 2 bits of a head are a binary 
number, a top triplet is become to "1 11" with a binary number, and, as for the 
network number and Class C, the next 21 bits have become [ "10" and the next 
21 bits ] a network number. In addition, illustration is omitted although there is a 
class D etc. 

[0007] Although 24 bits can be used for a host number in Class A as shown in 
drawing 21 , it is rare to assign a host number to the terminal in a network 
optionally in fact, and it is common to hierarchize the inside of a network further. 
The part of the IP address which gave the hierarchized network to a subnetwork 
(it is hereafter described as a "subnet"), a call, and each subnet is called the 
subnet number. A subnet number uses a part of host number, and shows relation 
with a host number to drawing 21 . Although the number of bits of the subnet 
number given to the number of subnets and each subnet is optional, as for a 
subnet number, it is most common to assign 8 bits as a unit, as indicated to 



drawing 21 . 

[0008] a 32-bit IP address comes to display 8 bits of delimiters at a time with four 
decimal numbers as usual - **** (each of four decimal numbers, i.e., the number 
of 8 bitwises, is hereafter described as a "digit") ~ the numeric value of the bit 
which shows a class is displayed with a decimal number together with the 
network number in 8 bits of the beginning. According to this method of 
presentation, the range of the figure used for the IP address of each class 
becomes the value which is described in drawing 22 , and in Class A, since the 
first bit is "0", the first digit serves as the range of "0-127" (it is "0-126" that it can 
actually be used) with a decimal number (hereafter, unless it refuses, a decimal 
number describes especially the numeric value of each digit). 
[0009] Since 2 bits of the beginning of Class B are "10" in a binary number, the 
numerical range of the first digit is set to "1 28-1 91 ." Although Class C is the 
same, since there are Class D (4 bits of the beginning are "1 1 1 0" at a binary 
number) and Class E (5 bits of the beginning are "1 1 1 10" at a binary number) 
which omitted explanation, the ranges of number which can be used for the first 
digit are not "192-255", and are set to "192-223." Moreover, the range of number 
which can be used for the network numbers or host numbers (subnet number) of 
triple digits other than the first digit is set to "0-255." And the IP address of each 
class is a decimal number as indicated on the right-hand side of drawing 22 , and 
it is expressed like "10. H.H.H" (example of Class A) (H is a host number and is 
expressed with the figure of 0-255 in fact). Therefore, the class of an IP address 
is discriminable with the numeric value of the first digit. 

[0010] Although a global IP address or the private IP address of the configuration 
of the above IP address is also the same, in RFC1597 which said IETF exhibits, 
use of the private IP address which that it is not a global IP address can identify 
is recommended. Although drawing 23 shows the numeric value of the private IP 
address specified to RFC1597, the numerical range which can be used like 
illustration about the part which gave the slash about the private IP address is 
appointed. For example, the figure which 8 figures of the beginning are limited to 



"10" (decimal number), and the private IP address of Class A uses about the first 
digit and the following digit in Class B and Class C is limited. Since the double 
figures of the beginning are limited by one numeric value, respectively in the 
case of Class C, there is only the 256 number of the network number which can 
be used for arbitration, and host numbers, respectively. 
[001 1] The probability for the same address to be used in a network which is 
different in a private IP address since the part in which the numeric value which 
cannot be used freely [ every class ] in 32 bits although it cannot say that which 
class is high since, as for the probability for the address completely same in a 
different network to be used, the number of the hosts in a network etc. influences 
greatly exists, and the selection range become narrow becomes high. Therefore, 
it needs to be premised on the same address existing in both networks when 
communicating in two networks which assigned the private IP address uniquely. 
(2) Explain the conventional technique which connects between the terminals 
which carry out a group to the Internet connectivity approach of a private IP 
address use terminal, next two networks which are using the private IP address, 
respectively. With the conventional technique, when the network which is using 
the private IP address communicates with other networks, the approach of 
connecting through the global Internet is taken. Although this approach is 
indicated by JP, 9-2331 12,A etc., it explains the connection method of the 
conventional technique to an example for the case where it is the terminal (a 
server is included) with which while is indicated by this official report and a 
terminal has a global IP address in it, hereafter. 

[0012] Drawing 24 summarizes and adds the contents of explanation of this 
official report to the block diagram of the internetwork environment indicated by 
drawing 1 in said official report. Although the "formula IP address" in this official 
report is the same as that of the "global IP address" indicated in this specification, 
it is described as a formula IP address to compensate for the publication of this 
official report in explanation of drawing 24 . Moreover, since it is the same as that 
of the "private IP address" (the range is wider than the private IP address) in this 



specification, a "private IP address" given [ this ] in an official report is used as it 
is. 

[0013] Although only the private IP address is now given to the terminal 225 (it is 
described as Terminal A etc. when pointing out each terminal) in the private 
network 202 of drawing 24 by each, the terminal A in it shall connect to the 
server 205 (it is hereafter described as Server S) outside a private network 202. 
[0014] Since a transmitting partner's domain name knows the terminal A of a 
transmitting agency, the IP address is asked from the domain name (referred to 
as "ftp.out.co.jp") of Server S. The router 224 (it is hereafter described as Router 
K) to which Terminal A is connected asks an internetwork 201 side the IP 
address of the terminal (a server etc. is included) which has this domain name by 
the well-known approach through the router 203 (it is hereafter described as 
Router N) formed in the internetwork 201 side. Consequently, it replies to the 
formula IP address (it is referred to as "150.96.10.1" and written as "IP-D") with 
said domain name of Server S from an internetwork 201 side. 
[0015] Supposing there shall be no address translation equipment 204 here and 
Router N notifies this formula IP address "150.96.10.1" to Terminal A through 
Router K, henceforth, Terminal A will set this IP address as the transmission 
place address in the header of the packet which transmits, and will be 
transmitted to it. However, since the terminal B in a private network 202 
completely has the private IP address of the same number with IP-D in the 
example of drawing, when Terminal A sets "150.96.10.1" as the transmission 
place address, a packet may be transmitted to Terminal B. 
[0016] Since such a situation is not produced, in drawing 24 , the address is 
changed in the address translation equipment 204 formed between the private 
network 202 and Router N. Only the address translation equipment 204 of the 
inside of a private network 202 is effective as the private address of Server S, 
and selects the private IP address (it is referred to as "159.99.30.1" and written 
as "IP-C") by which current use is not carried out in the private network 202, and 
notifies it to Terminal A while it will ask an internetwork 201 side the IP address 



of Server S, if the IP packet which makes the domain name of Server S the 
transmission place address from Terminal A is received. Henceforth, Terminal A 
sets "IP-C" of a private IP address as the IP address of a transmission place, and 
transmits a packet. 

[0017] Subsequently, if it replies to the formula IP address "150.96.10.1" of 
Server S from an internetwork 201 side to a previous inquiry, a formula IP 
address "IP-D" and a private IP address "IP-C" are made to correspond, and 
address translation equipment 204 memorizes them, changes into "IP-D" "IP-C" 
of the transmission place address of the packet transmitted from Terminal A, and 
sends it out to an internetwork 201 side. 

[0018] On the other hand, since the private IP address (it is referred to as 
"154.100.10.1" and written as "IP-A") is given to Terminal A, this "IP-A" is set to 
the address of the transmitting origin of a packet. Since a private IP address is 
not accepted in an internetwork 201, address translation equipment 204 acquires 
a formula IP address (it is referred to as "150.47.1.1" and written as "IP-E") to 
Terminal A by the well-known approach, and memorizes correspondence of "IP- 
A" and "IP-E." Henceforth, "IP-A" set as the transmitting agency IP address of the 
packet transmitted from Terminal A is changed and transmitted to "IP-E." 
[0019] Although it sets up the formula IP address "IP-E" of Terminal A as a 
transmission place IP address in transmitting a packet to Terminal A from Server 
S side, address translation equipment 204 changes into "IP-A" the transmission 
place address "IP-E" of the packet which received from Server S, and transmits it 
to a private network 202. Therefore, even if the terminal 225 which has the 
private IP address of the same number as the formula IP address "IP-E" of a 
transmission place in a private network 202 exists, a packet is not transmitted to 
the terminal. 

(3) Although handshaking was explained to the subject next, explain the 
conventional address translation technique at the time of the terminal in the 
network (private network) which uses a private IP address performing an Internet 
connectivity beyond the IP address conversion approach about the conversion 



approach of the address in the conventional technique. 

[0020] Although address translation equipment is formed and address translation 
is performed in the above-mentioned example, generally the method of changing 
the address is learned for the conventional technique by making the technique 
called NAT and an IP masquarade (or multi-NAT) build in a router or a fire wall 
server. 

[0021] NAT: Explain NAT (Network Address Translation) first. NAT is the address 
translation method specified by RFC1631, and is the function to change a private 
IP address and a global IP address. The router of a low price also has many 
which are characterized [ one ] by loading of this NAT function. Drawing 25 is 
drawing explaining an NAT function, and shows the network configuration and 
the model of the use gestalt of an IP address. In drawing 25 , a private IP 
address which was indicated all over drawing shall be given at each to two or 
more terminals 321 (in pointing out a specific terminal, it describes it as Terminal 
A etc.) connected to the private network (it is hereafter described as LAN) 320. 
[0022] In such a configuration, in performing the Internet communication link (it 
connects with the terminal in other networks by which the illustration abbreviation 
was specifically carried out through global network 380) from the terminal A with 
the private IP address "10.1.1.10" connected to LAN320, Terminal A acquires 
"20.1.1.10" as a global IP address used by the Internet side through a router 310. 
[0023] Although the router 310 builds in the NAT function, to the Internet side, a 
transmission place is changed into "10.1.1.10" of a private IP address by the 
NAT function by the NAT function in a router 310, and the packet in which 
"10.1.1.10" of a private IP address has the global IP address "20.1.1.10" of the 
transmission place address which is changed into "20.1.1.10" of a global IP 
address, and is sent from the Internet side is sent to Terminal A by Terminal A by 
it. Therefore, in this example, it becomes the form where "20.1.1.10" of a global 
IP address and "10.1.1.10" of a private IP address are used by corresponding. It 
can also be concluded that the conversion approach of an IP address explained 
by drawing 24 is an approach using NAT. 



[0024] Thus, although the method of giving a global IP address at the time of 
connection, and making an Internet connectivity perform at it is called the 
terminal mold dial-up-IP connection service etc., since only the terminal which 
connects by this approach uses a global IP address, one global IP address can 
be used in common at two or more terminals 321 in LAN. However, since the 
number of the global IP addresses which one LAN320 can use for coincidence 
has become settled by the contract with JPNIC or its proxies (provider etc.) 
beforehand, the terminal more than the number cannot perform an Internet 
connectivity to coincidence. Moreover, since two or more terminals 221 share a 
global IP address, it cannot set a global IP address (for example, "20.1.1.10") as 
the transmission place address from the Internet side, and cannot specify the 
specific terminal in LAN320. 

[0025] IP masquarade (multi-NAT):, next an IP masquarade (referred to also as 
multi-NAT) are explained. Although the IP masquarade also resembles NAT, to 
NAT changing conversion of a private IP address and a global IP address, i.e., 
an IP address part, an IP masquarade also uses a port number and performs 
address translation. As everyone knows, an IP address is located in the 3rd layer 
in an OSI reference model, and the transmission place address and the 
transmitting agency address are set up in IP header specified by RFC791. On 
the other hand, a port is given to the 5th-layer application correspondence which 
is equivalent to the most significant of an OSI reference model, and a port 
number is set up by the TCP protocol located in the 4th layer which hits the high 
order of IP layer (the 3rd layer). Therefore, a port number is not set up in IP 
header. Although assignment of a port number is locally performed by each host 
(terminal), if it does not know beforehand, about the port number used for 
application service that the first processing cannot be performed, the specific port 
number is defined fixed. 

[0026] Drawing 26 and drawing 27 are drawings explaining an IP masquarade, 
drawing 26 shows a network configuration and the model of the use gestalt of an 
IP address, and drawing 27 shows an example of correspondence of a private IP 



address and a global IP address. In the example of drawing 26 , a private IP 
address which was indicated all over drawing to each of two or more terminals 
421 (it describes it as Terminal A etc. in pointing out a specific terminal) 
connected to the private network (it is described as LAN) 420 is given. Moreover, 
the port number currently used for a part of application used at each terminal 421 
is indicated in this drawing. Although it is common that a multi-statement is 
carried out to one terminal since a port number is given to application 
correspondence, the port number "23" currently assigned to Telnet which is a 
kind of application fixed is used for all the terminals 421 by drawing, and the 
example with which the port number "21" currently assigned to Terminal E fixed 
at FTP (File Transfer Protocol) is used together is illustrated in it. 
[0027] Although two or more terminals 421 share one global IP address (or 
defined number) also for an IP masquarade, the port number which can identify a 
terminal is set to a global IP address side. For example, in case an Internet 
connectivity is carried out to Terminal A - Terminal E, "20. 1 . 1 . 1 0" is assigned to 
them by each as a global IP address, and also the port number according to 
individual is assigned to them for every combination of the private IP address of 
each terminal 421 , and a port number (it corresponds to the class of application). 
The example of correspondence of the private IP address which contains a port 
number in drawing 27 , and a global IP address is described. In this example, 
when Telnet is used as application, "104" is assigned to Terminal E like [ "100" 
and Terminal B ] "101" and the following as a port number by the side of the 
Internet at Terminal A. When FTP is also used as application like Terminal E, a 
port number "105" is assigned to a port number "104" and FTP (port number by 
the side of a terminal "21") to Telnet (port number by the side of a terminal "23"). 
[0028] 

[Problem(s) to be Solved by the Invention] As mentioned above, in NAT which is 
the conventional technique, or an IP masquarade, only an one direction 
communication link called access to the terminal which has a global address 
from the terminal which has a private address is realized. Neither access to the 



terminal which has a private address from the terminal which has a global 
address, nor the communication link between two networks which have a private 
address was able to be performed. The global address newly needed to be 
acquired, it needed to assign the terminal which has a private address, and there 
was a trouble of requiring procedure and costs in these implementation. 
[0029] Moreover, NAT and an IP masquarade had the trouble that only one 
direction communication service could be offered by the following skill constraint. 

1. Since private address networks use the overlapping address space, 
respectively, they do not have the technique of uniformizing a terminal private 
address within the net. 

2. The name resolution technique by current DNS does not have a means to 
acquire the IP address of a terminal private address within the net from a global 
address network. 

3. There is no technique to which the router of a global address network treats 
the path information on a private address. That is, since there is no path of IP 
from a private address network to a global address network, a TCP connection 
cannot be stretched. 

[0030] This invention is made in view of the above point, and the communication 

link to the terminal which has a private address is realized. 

[0031] 

[Means for Solving the Problem] It belongs to the 1st network which consists of 
this inventions with the communication device which has the address of the 1 st 
type in order to solve the above-mentioned technical problem. In the 
communication device which has the 2nd network which consists of terminals 
which have the address of the 2nd type in the subordinate the identifier the 
terminal belonging to the network of the subordinate of other communication 
devices was named -- being concerned - others - with a means to manage 
corresponding to the identifier the communication device was named When the 
identifier the terminal used as a communications partner was named from a 
subordinate's terminal is received, the communication device characterized by 



establishing a means to output the demand of address solution to the 
communication device which corresponds with said management tool is offered. 
[0032] FQDN which is a unique identifier also to the terminal (node) which has 
the private address which is the address of the 2nd type here (fully-qualified 
domain name: a host name, a dot, a host's identifier constituted from three 
domain names'.) Assign www.fts.com etc., and match with the global address 
which is the address of the 1st type attached to other communication devices 
which have the terminal, and it manages. When the private address attached to 
the terminal which serves as a communications partner from a subordinate's 
terminal is received By specifying other corresponding communication devices 
and performing the solution demand of the address to other specified 
communication devices, a private address network and a global address network 
cannot be asked, but a unique identifier can be given to a terminal. 
[0033] Moreover, the 1st network which consists of this inventions with the 
communication device which has the address of the 1st type in order to solve the 
above-mentioned technical problem, In the network system which consists of the 
2nd network which consists of terminals which have the address of the 2nd type 
under the command of a communication device to said communication device 
The 1st management tool which the address of the subordinate's terminal is 
made to correspond with the identifier to which it was attached by each terminal, 
and manages it, The 2nd management tool which the identifier of a terminal is 
made to correspond with the communication device which manages the address 
of the terminal, and manages it, It asks for other communication devices which 
solve the address of the terminal of a communications partner to ****** and the 
communication link demand from a subordinate's terminal with said 2nd 
management tool, and the network system characterized by performing address 
solution with said 1st management tool with other communication devices is 
offered. 

[0034] The 1st management tool of a communication device is the private 
address which is the 2nd address attached to a subordinate's terminal, and a 



unique identifier here. FQDN is matched and managed. For example, the 2nd 
management tool When the identifier (FQDN) of a terminal and the global 
address which is the 1st address of the communication device which manages 
the terminal are matched and managed and a communication link demand is 
made from a subordinate's terminal Since the communication device which 
performs address solution with the 2nd management tool is specified and the 1st 
management tool of other communication devices was made to perform address 
solution, the name resolution of a private address is realizable via a global 
address network. 

[0035] Furthermore, the global address network with which each node has the 
unique address in order to solve the above-mentioned technical problem in this 
invention, In the network system which has the private address network which 
has the address which is not unique, and address translation equipment which 
changes the address in case data are transmitted among these As opposed to 
each node to which said address translation equipment belongs to said private 
address network When the inquiry to a predetermined identifier is made from the 
predetermined node which gives and manages a unique identifier and belongs to 
said global address network or other private address networks The network 
system characterized by what a corresponding private address is acquired and 
notified for is offered. 

[0036] Here, by assigning FQDN which is a unique identifier also to the node 
belonging to a private address network, a private address network and a global 
address network cannot be asked, but a terminal can have a unique identifier. 
Moreover, the DNS server for private address networks which does not belong to 
the tree of a DNS server global address within the net can be prepared for every 
private address network, and can realize the name resolution of a private 
address via a global address network by enabling it to access this from a global 
address network. 

[0037] Moreover, the global address network with which each node has the 
unique address in order to solve the above-mentioned technical problem in this 



invention, The private address network which has the address which is not 
unique, and the 1st address translation equipment which performs address 
translation in said global address network, In the network system which has the 
2nd address translation equipment which performs address translation between 
said global address networks and said private address networks Said 1st and 
2nd address translation equipment by establishing a connection independently, 
respectively and exchanging the information about a connection mutually 
between said global address network and said private network network The 
network system characterized by what transfer of data is enabled for is offered. 
[0038] The 1st and 2nd address translation equipment establishes separately a 
connection private address within the net and a connection global address within 
the net here, and it becomes possible to realize the TCP connection from a 
global address network to a private address network because the 1st and 2nd 
address translation equipment exchanges information about both connections 
(map). 
[0039] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention 
is explained with reference to a drawing. In addition, a communication device 
says a node, for example, is a router. The address of the 1st type is a global 
address and the 2nd address is a private address. 

[0040] Drawing 1 is drawing showing the example of a configuration of the gestalt 
of operation of this invention. As shown in this drawing, the gestalt of operation of 
this invention is constituted by terminal A-D, Routers A and B, and the DNS 
server. 

[0041] Here, it connects mutually through Router A and Terminals A and B 
constitute the private address network. In addition, 192.168.0.2 is given to one 
side and Terminal B with which 192.168.0.1 is given to Terminal A as a private 
address as a private address. 

[0042] While Router A transmits a packet among Terminals A and B, when 
transmitting a packet through a global address network, it performs address 



translation. In addition, 34.56.10.4 which is a global address is given to Router A. 
[0043] The DNS server holds the database which recorded the IP address of 
each node under management of the server, and correspondence of an identifier 
(host name), searches a database according to the inquiry from each node, and 
returns the result. Moreover, in retrieval of the host of the domain which is not in 
the bottom of management of it, it asks in a substitute to the DNS server (not 
shown) of a high order further, and it returns the result. 
[0044] While Router B transmits a packet among Terminals C and D, when 
transmitting a packet through a global address network, it performs address 
translation. In addition, swan.mbb.nif.com which is 15.23.1.2 and the host name 
which are a global address is given to Router B. 

[0045] It connects mutually through Router B and Terminals C and D constitute 
the private address network. In addition, PC-B. home-a.com is given to Terminal 
C as 192.168.0.2 and a host name as a private address. In addition, FQDN is 
adopted as a host name. 

[0046] Drawing 2 is drawing showing the detailed example of a configuration of 
Router A and Router B. As shown in this drawing, Routers A and B In the IP 
section 10, the TCP section 11, the name resolution section 12, the solution- 
before private network address judging section 13, the name resolution server 
registration section 14 for communication link place private networks, the dummy 
IP address pool section 15, and the end of a communication link tip - gateway IP 
address / port attaching part 16, the packet transfer section 17, It is constituted 
by the address / port negotiation section 19 in the TCP connection management 
section 1 8 for a packet transfer, and the end of a communication link tip, and 
means of communications 20 and a console 21 are connected to the exterior. 
[0047] Here, the IP section 10 is bearing the duty which transmits and receives 
the packet of TCP between two nodes. That is, a TCP packet is delivered 
between two nodes identified by the IP address. In addition, the IP section 10 
has reception authorization IP address attaching part 10a holding the list of IP 
addresses to which reception is permitted. 



[0048] The TCP section 1 1 establishes the connection who is a protocol for 
communicating between two applications. That is, first, a connection is 
established between applications and a bidirectional communication link is 
realized using the connection. In addition, the TCP section 1 1 has receive-port 
modification section 1 1a for changing a receive port. 

[0049] The name resolution section 12 performs name resolution processing, 
when the name resolution demand by DNS is made. The solution-before private 
network address judging section 13 performs name resolution processing while 
checking the existence of the entry of the reference address to the name 
resolution server registration section 14 for communication link place private 
networks. 

[0050] The name resolution server registration section 14 for communication link 
place private networks stores the information about the name resolution server 
for private networks. The dummy IP address pool section 15 holds a fixed 
number of dummy IP addresses used in case it communicates with the node 
belonging to a private network. 

[0051] In case - gateway IP address / port attaching part 16 delivers and receives 
data between an accepting station and a transmit terminal, it registers the IP 
address and dummy IP address of each required node as an entry in the end of a 
communication link tip. 

[0052] In case the packet transfer section 17 transmits a packet, it performs 
required processing. The TCP connection management section 18 for a packet 
transfer establishes a connection according to directions of the packet transfer 
section 17. 

[0053] The address / port negotiation section 19 generates a Notification 
message and an ACK message, and transmits in the end of a communication 
link tip. Means of communications 20 is the physical layer including a 
transmission line, changes into a corresponding electrical signal the packet 
transmitted from other nodes, and supplies it to the IP section 10 while changing 
into a corresponding electrical signal the packet supplied from the IP section 10 



and transmitting. 

[0054] A console 21 is an interface at the time of registering information to the 
name resolution server registration section 14 for communication link place 
private networks. Next, actuation of the gestalt of the above operation is 
explained. 

[0055] First, the name resolution processing at the time of the terminal A 
belonging to a private network accessing with reference to drawing 3 to the 
terminal C which similarly belongs to a private network is explained. First, data as 
shown in drawing 3 are registered through a console 21 to the name resolution 
server registration section 14 for communication link place private networks of 
Router A. That is, information "*. home-a.eom//swan. mbb.nif.com" as shown in 
drawing 3 is registered into the name resolution server registration section 14 for 
communication link place private networks. As this information is shown in 
drawing 4 , it is the identifier by which the solution demand was carried out, and 
the information which consists of combination of the name resolution server of a 
solution reference, and is the identifier by which the solution demand of the 
*.home-a.com was carried out in the present example, and swan.mbb.nif.com is 
the identifier of the name resolution server of a solution reference. In addition, "*" 
shows a wild card and means the alphabetic character or character string of 
arbitration. 

[0056] Next, in order to perform the inquiry to PC-B. home-a.com whose terminal 
A is the host name of Terminal C, it is DNS to Router A. If query is transmitted 
(refer to drawing 3 ), Router A will receive this data through means of 
communications 20, the IP section 10, and the TCP section 1 1 , and will supply it 
to the name resolution section 12 through the transceiver port for name 
resolutions. 

[0057] The name resolution section 12 transmits such a demand to the solution- 
before private network address judging section 13. The solution-before private 
network address judging section 13 searches the entry of the name resolution 
server registration section 14 for communication link place private networks, 



checks the existence of the entry corresponding to this demand, and when an 
entry exists, it notifies the information about that entry to the name resolution 
section 12. Moreover, when an entry does not exist, it directs to perform the 
usual name resolution in the name resolution section 12. 
[0058] The name resolution section 12 performs the usual name resolution 
processing, when performing the usual name resolution is directed. In being 
other, with reference to the information about an entry, it specifies the name 
resolution server of a solution reference, in order that the name resolution section 

12 may acquire the address corresponding to a host name "swan.mbb.nif.com" 
first as shown in drawing 3 since the host name of the name resolution server of 
a solution reference is "swan.mbb.nif.com" and this supports Router B in the 
present example - DNS query for"swan. mbb.nif.com" is transmitted to a DNS 
server. Consequently, from a DNS server, it is DNS. Since answer: 15.23. 1.2 are 
returned, Router A will know the address of Router B. 

[0059] in order that the solution-before private network address judging section 

13 which received the address may ask the IP address of the terminal C which is 
an accepting station to the router B which is the node which has the address 
"15.23.1.2" - DNS query for"PC-B. home-a.com" is transmitted. 

[0060] By the way, since the unique identifier is given and managed to Router B 
to the terminals C and D which exist in the subordinate, when there is such an 
inquiry, the IP address corresponding to the identifier is searched and returned. 
In the present example, the IP address "192.168.0.2" to Terminal C is acquired, 
and it is DNS. answer: 192. 168.0.2 will be returned. 

[0061] Thus, the IP address of the acquired terminal C is supplied to the solution- 
before private network address judging section 13. In order to prevent that the 
acquired IP address is overlapped and used for other communication links, the 
solution-before private network address judging section 13 deletes the dummy IP 
address from the dummy IP address pool section 15, while acquiring one dummy 
IP address from the dummy IP address pool section 15. For example, in the 
present example, while a dummy address "10.0.0.1" is acquired, it will be deleted 



from the dummy IP address pool section 15. 

[0062] Then, the solution-before private network address judging section 13 
transmits the acquired dummy IP address "10.0.0.1" to Terminal A as a reply of a 
name resolution demand. "10.0.0.1" which is a dummy IP address is transmitted 
without sending as a reply "192.168.0.2" which is the private address of Terminal 
C here because a private address may overlap between different private 
networks. So, with the gestalt of this operation, in order to avoid generating of 
such duplication, it is supposed that a router A subordinate's private address, i.e., 
the private address of a different class A from the private address of Class C, is 
used as a dummy IP address. 

[0063] Suppose in the Internet that the IP address of the class A which is not 
usually used is used as a dummy IP address. Then, the solution-before private 
network address judging section 13 is registered as the address which may 
receive an IP address "10.0.0.1" to reception authorization IP address attaching 
part 10a. Consequently, the packet which includes an IP address "10.0.0.1" as 
the transmission place address will be permitted as an object of reception. 
[0064] Next, the solution-before private network address judging section 13 
registers as an entry the IP address of the terminal A which are the terminal C 
which is an accepting station, Router A, Router B, and a transmit terminal to - 
gateway IP address / port attaching part 16 in the end of a communication link tip. 
As shown in drawing 3 , specifically, "192.168.0.2- 

//34.56. 1 0.4:??; 1 5.23. 1 .2:??//1 92. 1 68.0. 1 :??; 1 0.0.0. 1 :??//x" will be registered as 
an entry. In addition, the port number determined by processing mentioned later 
is registered, and the last "x" is a communication link authorization flag, and "O" 
is registered into the part of"??" following an IP address when a communication 
link is not permitted, and a communication link is permitted for "x" again. 
[0065] Next, with reference to drawing 5 , the processing in the case of 
establishing a TCP connection is explained. First, in order that Terminal A may 
establish the connection of TCP between the No. 23 ports of Terminal C to 
Router A, the SYN message of TCP is transmitted to the port of No. 23 of 



10.0.0.1. Here, a source address is 192.1 68.0. 1:YY (solvent-refined- 
coal=1 92.1 68.0. 1:YY), as shown in drawing 5 . 

[0066] Since 10.0.0.1 is registered into reception authorization IP address 
attaching part 10a, the IP section 10 of Router A receives this packet, and 
supplies it to the packet transfer section 17 through the TCP section 1 1 . 
[0067] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and acquires the entry 
corresponding to 10.0.0.1. Consequently, 10.0.0.1 is the course place of 
15.23.1.2, and no port information becomes settled, and since a communication 
link authorization flag is in an off condition, this connection detects that it is in the 
condition which name resolution processing ended. 

[0068] The packet transfer section 17 directs to establish a TCP connection 
between 192.168.0.2 via 15.23.1.2 to the TCP connection management section 
18 for a packet transfer. 

[0069] The packet transfer section 17 adds the source port address (YY) 
included in the SYN message, and a transmission place port (23) to the entry to 
which - gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip. 

[0070] The TCP connection management section 18 for a packet transfer 
establishes a TCP connection through the TCP section 1 1 between the ports XX 
of 1 5.23. 1 .2. That is, the TCP connection management section 1 8 for a packet 
transfer transmits the SYN message of TCP to the port of No. 23 (solvent- 
refined-coal= 192.1 68.0. 1:YY) of 10.0.0.1 to Router B. Consequently, since 
"SYN+ACK" is returned from Router B, the TCP connection management section 
18 for a packet transfer transmits "ACK" to Router B. In addition, XX is taken as 
the fixed port value of the arbitration beforehand assigned to these technique 
here. Consequently, a TCP connection will be established between Router B and 
Router A. 

[0071] Next, the TCP connection management section 18 for a packet transfer 
registers into - gateway IP address / port attaching part 16 the connection 



established between Routers B by the above processing in the end of a 
communication link tip. Namely, the TCP connection management section 18 for 
a packet transfer registers into - gateway IP address / port attaching part 16 WW 
and XX which are the transmitting agency port and transmission place port of 
TCP in the end of a communication link tip. Consequently, it will be changed into 
the port where "??" of the entry shown previously corresponds. 
[0072] Next, the TCP connection management section 18 for a packet transfer 
directs in the end of a communication link tip that the Notification message 
(MSG) which shows "the port of No. 23 of 192.168.0.2" transmits from the TCP 
connection of Port WW to the port XX of 15.23.1.2 to the address / port 
negotiation section 19. 

[0073] The address / port negotiation section 19 creates the Notification message 
which shows the port of No. 23 of 192.168.0.2, and transmits to Router B in the 
end of a communication link tip. Consequently, as shown in drawing 5 , a 
Notification message will be transmitted to Router B. 

[0074] The TCP section 1 1 of Router B supplies the Notification message which 
received through Port XX to the packet transfer section 17. Since the packet 
transfer section 17 is the packet of the beginnings other than SYN transmitted 
from the transmit port WW, and ACK, it considers that this is a Notification 
message and transmits it to the TCP connection management section 18 for a 
packet transfer. 

[0075] The TCP connection management section 18 for a packet transfer 
establishes a TCP connection between the addresses and the port numbers (No. 
23 port of the address 192.168.10.2) which were shown in the Notification 
message. That is, the TCP connection management section 18 for a packet 
transfer transmits the SYN message of TCP to the port of No. 23 (solvent- 
refined-coal= 192.1 68.0. 1:YY) of 192.168.10.2 to Terminal C. Consequently, 
since "SYN+ACK" is returned from Terminal C, the TCP connection management 
section 18 for a packet transfer transmits "ACK" to Terminal C. Then, a 
connection will be established between Terminal C and Router B. 



[0076] If a connection is established between Router B and Terminal C, Router B 
will require an ACK message as returning to Router A as a response to a 
Notification message. 

[0077] Consequently, the address / port negotiation section 19 transmits the ACK 
message which notifies the completion of connection to the port of No. 23 of 
Terminal C (192.168.0.2) to Router A in the communication link tip end of Router 
B. 

[0078] Then, the address / port negotiation section 19 stores the address 
information and port information about the newly established connection to - 
gateway IP address / port attaching part 16 in the end of a communication link tip 
in the communication link tip end of Router B. Namely, the address / port 
negotiation section 19 writes the entry which has the transmission place address 
of the newly established connection, a port (192.168.0.2:23) and a source 
address, the source address of the TCP connection to whom the port 
(10.0.0.1 :ZZ) and the Notification message have been sent, a port 
(34.56. 10.4: WW) and the transmission place address, a port (15.23.1. 2:XX), and 
the communication link authorization flag of ON in - gateway IP address / port 
attaching part 16 in the end of a communication link tip in the end of a 
communication link tip. 

[0079] Next, the address / port negotiation section 19 notifies that the port [ of the 
address 192.168.0.2 / of No. 23 ] connection was established via the TCP 
connection from Port XX to the port WW of 34.56.10.4 of 15.23.1 .2 to the TCP 
connection management section 18 for a packet transfer in the communication 
link tip end of Router A. 

[0080] By using "34.56. 10.4: WW; 1 5.23. 1.2:XX" as a key, the TCP connection 
management section 18 for a packet transfer searches - gateway IP address / 
port attaching part 16 in the end of a communication link tip, and acquires the 
corresponding entry. And a connection with the terminal A over (referring to 
drawing 6 ) and the notified ACK message detects that it is 192.1 68.0. 1:YY and 
10.0.0.1:23 by referring to the information included in the acquired entry. 



[0081] The TCP connection management section 18 for a packet transfer 
establishes a connection between 1 92.1 68.0. 1:YY and 10.0.0.1:23 through the 
TCP section 1 1 . That is, first, the TCP connection management section 18 for a 
packet transfer transmits SYN+ACK to Terminal A, and receives ACK returned 
from Terminal A as the result. Consequently, a connection will be established 
between Terminal A and Router A (refer to drawing 6 ). 
[0082] And finally the TCP connection management section 18 for a packet 
transfer changes into ON (O) the communication link authorization flag of the 
entry "1 92. 1 68.0.2//34.56. 1 0.4:WW; 1 5.23. 1 .2:XX//1 92. 1 68.0. 1 :YY; 1 0.0.0. 1 :23" 
registered into - gateway IP address / port attaching part 16 in the end of a 
communication link tip from OFF (x) (refer to drawing 6 ). 
[0083] Here, the entry registered into - gateway IP address / port attaching part 
16 in the end of a communication link tip is constituted by an accepting station, 
an after [ modification ] transmission place IP address, an after [ modification ] 
transmission place port, an after [ modification ] transmission place IP address, 
an after [ modification ] transmission place port, a front [ modification ] 
transmission place IP address, a front [ modification ] transmission place port, a 
front [ modification ] transmitting former IP address, a front [ modification ] 
transmitting former port, and the communication link authorization flag as shown 
to drawing 7 . 

[0084] In this example, a "accepting station" is the IP address (192.168.0.2) of 
Terminal C, and is information which only the router of the side which establishes 
a TCP connection on the Internet holds. 

[0085] A "after [ modification ] transmitting former IP address" and "the 
transmitting former port after modification" are a transmitting agency IP address 
after address translation, and a transmitting agency port number. In this example, 
34.56.10.4 which is the IP address of Router A, and a port number WW 
correspond. 

[0086] A "after [ modification ] transmission place IP address" and a "after 

[ modification ] transmission place port" are the transmission place IP addresses 



and transmission place port numbers after address translation. In this example, 
15.23.1.2 which is the IP address of Router B, and a port number XX correspond. 
[0087] A "front [ modification ] transmitting former IP address" and "the 
transmitting former port before modification" are a transmitting agency IP address 
before address translation, and a transmitting agency port number. In this 
example, 192.168.0.1 which is the IP address of Terminal A, and a port number 
YY correspond. 

[0088] A "front [ modification ] transmission place IP address" and a "front 

[ modification ] transmission place port" are the transmission place IP addresses 

and transmission place port numbers before address translation. In this example, 

10.0.0.1 which is a dummy IP address, and the port of No. 23 correspond. 

[0089] A "communication link authorization flag" is information which shows 

whether the communication link is permitted to the entry concerned, and when 

the communication link of "x" and an one direction is made [ in communication 

link authorization ] in the case of "O" and disapproval, it becomes "**." 

[0090] Next, the processing in the case of transmitting a packet with reference to 

drawing 8 using the TCP connection established by the above processing is 

explained. First, if the packet (TCP data to 10.0.0.1:23 (solvent-refined- 

coal=1 92.1 68.0. 1:YY)) to which the header which shows that a transmission 

place is 10.0.0.1:23, and a transmitting agency is 1 92.1 68.0. 1:YY was given is 

transmitted from Terminal A to Router A, Router A will receive this. 

[0091] Since 10.0.0.1:23 is held at reception authorization IP address attaching 

part 10a, the IP section 10 of Router A receives this, and transmits it to the 

packet transfer section 1 7 through the TCP section 1 1 . 

[0092] The packet transfer section 17 acquires the entry which searches - 

gateway IP address / port attaching part 16 in the end of a communication link tip, 

and corresponds. In the present example, the entry 

"192.168.0.2//34.56.10.4:WW;15.23.1.2:XX//192.168.0.1:YY;10.0.0.1:23//O" 
shown in drawing 8 is acquired. And with reference to the information stored in 
this entry, 10.0.0.1:23 which is the transmission place IP address and port 



information which are contained in the header of a packet is changed into 
15.23.1. 2:XX, and 192.168.0.1 :YY which are a transmitting agency IP address 
and port information is changed into 34.56. 10.4: WW. In addition, it does not 
change especially about the datagram of a packet. 

[0093] The packet transfer section 17 transmits the packet which conversion of a 
header ended towards Router B through the TCP section 1 1 . Router B receives 
the packet transmitted from Router A, reads it through Port XX, and is supplied to 
the packet transfer section 17. 
[0094] The packet transfer section 17 acquires 

"NULL//1 0.0.0. 1 :ZZ; 1 92. 1 68.0.2:23//34.56. 1 0.4:WW; 1 5.23. 1 .2:XX//0" which is an 
entry corresponding to the packet which searched - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and received. And the 
packet transfer section 17 changes into 192.168.0.2:23 1 5.23. 1.2:XX which is the 
transmission place IP address and port information which are added to the 
header of a packet with reference to the information included in the acquired 
entry, and changes into 10.0.0.1 :ZZ 1 92.1 68.0. 1:YY which are a transmitting 
agency IP address and port information, and the datagram of a packet transmits 
it to Terminal C through the TCP section 1 1 , without changing. 
[0095] Consequently, the packet transmitted from Terminal A will reach the 
terminal C belonging to a private address network. Next, Terminal C generates 
the packet as a response to the packet which received, the transmission place IP 
address and port are set as 1 0.0.0. 1:ZZ, and sets a transmitting agency IP 
address and a port as 192.168.10.2:23, and transmits it. In addition, 10.0.0.1:23 
is used as a transmission place IP address for preventing distributing to other 
nodes of the private address network with which Terminal C belongs accidentally. 
[0096] It is received by Router B and the packet transmitted from Terminal C is 
supplied to the IP section 10. Since 10.0.0.1:ZZ is held at reception authorization 
IP address attaching part 10a, the IP section 10 receives this packet and 
transmits it to the packet transfer section 17 through the TCP section 1 1 . 
[0097] The packet transfer section 17 acquires the entry which searches - 



gateway IP address / port attaching part 16 in the end of a communication link tip, 
and corresponds. In the present example, 

"NULL//1 0.0.0. 1 :ZZ; 1 92. 1 68.0.2:23//34.56. 1 0.4:WW; 1 5.23. 1 .2:XX//0" shown in 
drawing 8 is acquired. And with reference to the information stored in this entry, 
1 0.0.0. 1:ZZ which is the transmission place IP address and port information 
which are contained in the header of a packet is changed into 34.56. 10. 4:WW, 
and 192.168.10.2:23 which is a transmitting agency IP address and port 
information is changed into 15.23.1.2:XX. In addition, it does not change 
especially about the datagram of a packet. 

[0098] The packet transfer section 17 transmits the packet which conversion of a 
header ended towards Router A through the TCP section 1 1 . Router A receives 
the packet transmitted from Router B, reads it through Port WW, and is supplied 
to the packet transfer section 17. 
[0099] The packet transfer section 17 acquires 

"192.168.0.2//34.56.10.4:WW;15.23.1.2:XX//192.168.0.1:YY;10.0.0.1:23//O" 
which is an entry corresponding to the packet which searched - gateway IP 
address / port attaching part 16 in the end of a communication link tip, and 
received. And the packet transfer section 17 changes into 192.1 68.0. 1:YY 
34.56. 10.4:WW which is the transmission place IP address and port information 
which are added to the header of a packet with reference to the information 
included in the acquired entry, and changes into 10.0.0.1:23 15.23.1.2:XX which 
are a transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Terminal A through the TCP section 1 1 , without changing. 
[0100] Consequently, the packet transmitted from Terminal C will reach the 
terminal A belonging to a private address network. It becomes possible to deliver 
and receive a packet by the above processings between Terminals A and 
Terminals C which belong to a private address network, respectively. 
[0101] Next, with reference to drawing 9 and drawing 10 , the processing in the 
case of ending a TCP connection is explained. First, with reference to drawing 9 , 
the processing in the case of changing a bidirectional communication link into a 



uni directional is explained. 

[0102] If the FIN message of TCP is transmitted to the port of No. 23 (solvent- 
refined-coal= 192.1 68.0. 1:YY) of 10.0.0.1 in order to end a TCP connection from 
Terminal A, Router A will receive this message through a No. 23 port. 
[0103] Since 10.0.0.1 which is the transmission place address added to the 
received header of a packet is stored in reception authorization IP address 
attaching part 10a, the IP section 10 of Router A judges it as a reception 
authorization packet, and is supplied to the packet transfer section 17 through 
the TCP section 11. 

[0104] The packet transfer section 17 notifies that the FIN message came to the 
TCP connection management section 18 for a packet transfer from the TCP 
connection a transmission place IP address and whose port information are 
10.0.0.1:23 and a transmitting agency IP address and whose port information are 
192.1 68.0. 1:YY(s). 

[0105] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
15.23.1.2:XX 10.0.0.1:23 which is a transmission place IP address and port 
information, and changes into 34.56. 10.4:WW 192.1 68.0. 1:YY which are a 
transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Router B via the TCP section 1 1 , without changing. 
[0106] If transmission of a packet is completed, - gateway IP address / port 
attaching part 16 will be searched in the end of a communication link tip, a 
transmission place IP address and a port will be 34.56. 10. 4:WW(s), and the TCP 
connection management section 18 for a packet transfer of Router A will wait for 
the ACK message which is a response message over the FIN message from the 
connection a transmitting agency IP address and whose port are 15.23.1.2:XX(s) 
to arrive. 

[0107] It receives through Port XX and Router B supplies the packet transmitted 
from Router A to the packet transfer section 17. A transmission place IP address 
and a port are 15.23.1.2:XX(s), and the packet transfer section 17 notifies that 



the FIN message arrived to the TCP connection management section 18 for a 
packet transfer from the TCP connection a transmitting agency IP address and 
whose port are 34.56.1 0.4: WW(s). 

[0108] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, 15.23.1.2:XX which are a 
transmission place IP address and port information is changed into 
192.168.0.2:23, 34.56. 10.4.WW which are a transmitting agency IP address and 
port information is changed into 1 0.0.0.1 :ZZ, and the datagram of a packet 
transmits a packet to Terminal C through the TCP section 11, without changing. 
[0109] And - gateway IP address / port attaching part 16 is searched in the end of 
a communication link tip, a transmission place IP address port is 1 0.0.0. 1:ZZ, 
and the TCP connection management section 18 for a packet transfer waits to 
return the ACK message to FIN from the connection whose transmitting agency 
IP address port is 192.168.0.2:23. 

[0110] Then, Terminal C receives the FIN message transmitted from Router B, 
and transmits the ACK message of TCP which is the response to the port ZZ 
watch (solvent-refined-coal= 192. 168. 10.2:23) of 10.0.0.1. 
[0111] It receives through Port ZZ and Router B supplies the packet transmitted 
from Terminal C to the packet transfer section 17. A transmission place IP 
address and a port are 1 0.0.0. 1:ZZ(s), and the packet transfer section 17 notifies 
that the ACK message arrived from the TCP connection who has a transmitting 
agency IP address and a port 192.168.10.2:23 to the TCP connection 
management section 18 for a packet transfer. 

[0112] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
34.56. 10.4:WW 1 0.0.0. 1:ZZ which are a transmission place IP address and port 
information, it changes into 15.23.1.2:WW 192.168.10.2:23 which is a 
transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Router A through the TCP section 1 1 , without changing. 
[0113] And the TCP connection management section 18 for a packet transfer 



changes a communication link authorization flag into the corresponding entry 
"NULL//1 0.0.0. 1 :ZZ; 1 92. 1 68.0.2:23//34.56. 1 0.4:WW;1 5.23. 1 .2:XX//0" which is 
stored in - gateway IP address / port attaching part 16 in the end of a 
communication link tip at "**" which shows an "one direction" from the condition 
of "communication link authorization." 

[0114] Consequently, the connection between Terminal C and Router B is One- 
way. It will be in the condition of Connection. It receives through Port WW and 
Router A supplies the packet transmitted from Router B to the packet transfer 
section 17. 

[0115] A transmission place IP address and a port are 34.56. 10. 4:WW(s), and 
the packet transfer section 17 notifies that the ACK message arrived to the TCP 
connection management section 18 for a packet transfer from the TCP 
connection a transmitting agency IP address and whose port are 15.23.1.2:XX(s). 
[0116] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
1 92.1 68.0. 1:YY 34.56. 10.4:WW which are a transmission place IP address and 
port information, it changes into 10.0.0.1:23 15.23.1.2:XX which are a 
transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Terminal A through the TCP section 1 1 , without changing. 
[0117] And the TCP connection management section 18 for a packet transfer is 
changed into "**" which shows an "one direction" from "O" which shows 
"communication link authorization" for the communication link authorization flag 
of the corresponding entry 

"1 92. 1 68.0.2//34.56. 1 0.4: WW; 1 5.23. 1 .2:XX//1 92. 1 68.0. 1 :YY; 1 0.0.0. 1 :23//0" 
which is stored in - gateway IP address / port attaching part 16 in the end of a 
communication link tip. 

[0118] Consequently, the connection between Router B, Router A and Router A, 
and Terminal A is One-way. It will be in the condition of Connection. Next, with 
reference to drawing 10 , the processing in the case of terminating a TCP 
connection from a uni directional is explained. 



[0119] If the FIN message of TCP is transmitted to the port ZZ watch (solvent- 
refined-coal=1 92. 168.0.2:23) of 10.0.0.1 in order to end a TCP connection from 
Terminal C, Router B will receive this message through ZZ watch port. 
[0120] Since 10.0.0.1 which is the transmission place address added to the 
received header of a packet is stored in reception authorization IP address 
attaching part 10a, the IP section 10 of Router B judges it as the packet of ability 
ready for receiving, and is supplied to the packet transfer section 17 through the 
TCP section 11. 

[0121] The packet transfer section 17 notifies that the FIN message arrived to the 
TCP connection management section 18 for a packet transfer from the TCP 
connection a transmission place IP address and whose port information are 
1 0.0.0. 1:ZZ(s) and a transmitting agency IP address and whose port information 
are 192.168.0.2:23. 

[0122] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
34.56. 10.4:WW 1 0.0.0. 1:ZZ which are a transmission place IP address and port 
information, and changes into 15.23.1.2:XX 192.168.0.2:23 which is a 
transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Router A via the TCP section 1 1 , without changing. 
[0123] If transmission of a packet is completed, - gateway IP address / port 
attaching part 16 will be searched in the end of a communication link tip, a 
transmission place IP address and a port will be 15.23.1.2:XX(s), and the TCP 
connection management section 18 for a packet transfer of Router B will wait for 
the ACK message which is a response message over the FIN message from the 
connection a transmitting agency IP address and whose port are 
34.56. 10.4:WW(s) to arrive. 

[0124] It receives through Port WW and Router A supplies the packet transmitted 
from Router B to the packet transfer section 17. A transmission place IP address 
and a port are 34.56. 10. 4:WW(s), and the packet transfer section 17 of Router A 
notifies that the FIN message arrived to the TCP connection management 



section 18 for a packet transfer from the TCP connection a transmitting agency 
IP address and whose port are 15.23.1.2:XX(s). 

[0125] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, 34.56. 10. 4:WW which 
are a transmission place IP address and port information is changed into 
192.1 68.0. 1:YY, 1 5.23. 1.2:XX which are a transmitting agency IP address and 
port information is changed into 10.0.0.1:23, and the datagram of a packet 
transmits a packet to Terminal A through the TCP section 1 1 , without changing. 
[0126] And - gateway IP address / port attaching part 16 is searched in the end of 
a communication link tip, a transmission place IP address and a port are 
1 0.0.0. 1 :23, and the TCP connection management section 1 8 for a packet 
transfer waits to return the ACK message to FIN from the connection whose 
transmitting agency IP address port is 192.1 68.0. 1:YY. 
[0127] a terminal -- A - from -- FIN ~ a message ~ receiving -- a response -- 
****** - TCP -- ACK - a message - 10.0.0.1 - a port - 23 -- No. (solvent- 
refined-coal= 192.1 68.0. 1:YY) - " - transmitting - having -- if - Router A - this -- 
receiving -- the packet transfer section 17 - supplying . 

[0128] A transmission place IP address and port information are 10.0.0.1:23, and 
the packet transfer section 17 notifies that the ACK message arrived from the 
TCP connection who has a transmitting agency IP address and port information 
192.168.10.1:YY to the TCP connection management section 18 for a packet 
transfer. 

[0129] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
15.23.1.2:XX 10.0.0.1:23 which is a transmission place IP address and port 
information, it changes into 34.56. 10.4:WW 192.168.10.1 :YY which are a 
transmitting agency IP address and port information, and the datagram of a 
packet transmits it to Router B through the TCP section 1 1 , without changing. 
[0130] And the TCP connection management section 18 for a packet transfer 
deletes the corresponding entry 



"1 92. 1 68.0.2//34.56. 1 0.4:WW; 1 5.23. 1 .2:XX//1 92.1 68.0. 1 :YY;1 0.0.0. 1 :23//**" 
which is stored in - gateway IP address / port attaching part 1 6 in the end of a 
communication link tip. 

[0131] Consequently, the connection between Terminal A and Router A is One- 
way. From the condition of Connection to Connection It will be in the condition of 
Close. Furthermore, the TCP connection management section 18 for a packet 
transfer of Router A notifies the dummy address indicated by the front 
[ modification ] transmission place IP address of an entry, i.e., the reception 
termination of 10.0.0.1, to reception authorization IP address attaching part 10a, 
and returns a dummy address to it at the dummy IP address pool section 15. 
[0132] It receives through Port XX and Router B supplies the packet transmitted 
from Router A to the packet transfer section 17. A transmission place IP address 
and port information are 15.23.1.2:XX(s), and the packet transfer section 17 
notifies that the ACK message arrived to the TCP connection management 
section 18 for a packet transfer from the TCP connection a transmitting agency 
IP address and whose port information are 34.56. 10.4:WW(s). 
[0133] The packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and changes into 
192.168.0.2:23 1 5.23. 1.2:XX which are a transmission place IP address and port 
information, it changes into 10.0.0.1 :ZZ 34.56. 10. 4:WW which are a transmitting 
agency IP address and port information, and the datagram of a packet transmits 
it to Terminal C through the TCP section 1 1 , without changing. 
[0134] And the TCP connection management section 18 for a packet transfer 
deletes the corresponding entry 

"192.168.0.2//34.56.10.4:WW;15.23.1.2:XX//192.168.0.1:YY;10.0.0.1:23//**" 
which is stored in - gateway IP address / port attaching part 1 6 in the end of a 
communication link tip. 

[0135] Consequently, the connection between Terminal C, and Router B and 
Router B and Router A is One-way. From the condition of Connection to 
Connection It will be in the condition of Close. Furthermore, the TCP connection 



management section 18 for a packet transfer of Router B notifies the dummy 
address indicated by the transmitting former IP address after modification of an 
entry, i.e., the reception termination of 10.0.0.1, to reception authorization IP 
address attaching part 10a, and returns a dummy address to it at the dummy IP 
address pool section 15. 

[0136] It becomes possible to end the once established connection by the above 
processing. Next, with reference to drawing 11 and drawing 12 , restoration 
processing when a TCP connection is cut by a certain cause is explained. 
[0137] Drawing 11 is drawing explaining restoration processing when the 
connection between Router A and Router B cuts. If the connection between 
Router A and Router B cuts as shown in this drawing, the TCP section 1 1 of 
Router A and the TCP section 1 1 of Router B will detect what the connection cut. 
[0138] The TCP section 1 1 of Router A which detected cutting of a connection 
notifies each IP address and port number of both ends (Router A and Router B) 
of the cut connection to the TCP connection management section 18 for a packet 
transfer. 

[0139] By using as a key the data received from the TCP section 1 1 , the TCP 
connection management section 18 for a packet transfer of Router A searches - 
gateway IP address / port attaching part 1 6 in the end of a communication link tip, 
and clears the "communication link authorization flag" of the entry of a retrieval 
result. Moreover, since the "accepting-station" field is not NULL, self **** that it is 
the node which established TCP actively, and directs to establish a TCP 
connection between the ports XX of Router B in the TCP section 11. 
[0140] Consequently, the TCP section 11 transmits the SYN message of TCP to 
the port XX watch (solvent-refined-coal=34.56.10.4:W) of 15.23.1.2, in order to 
establish a connection to Router B. 

[0141] At this time, by using as a key the data received from the TCP section 11, 
the TCP connection management section 18 for a packet transfer searches - 
gateway IP address / port attaching part 16 in the end of a communication link tip, 
and clears the "communication link authorization flag" of the entry of a retrieval 



result with Router B. Moreover, since the "accepting-station" field is NULL, self 
**** that it is not the node which established TCP actively, and waits for resetting 
of the connection from Router A. 

[0142] And if the SYN message transmitted to Router B from Router A arrives, 
Router B will transmit a SYN+ACK message to Router A. Consequently, from 
Router A, an ACK message will be returned and the connection between these 
will be established again (Re-establishment). 

[0143] If reestablishment of the connection between Router A and Router B is 
carried out, as for Router A, a Notification message will be transmitted like the 
above-mentioned case to Router B. 

[0144] The router B which received the Notification message transmits ACK to a 
Notification message, rewrites the transmitting former port before modification of 
the entry to which - gateway IP address / port attaching part 16 corresponds in 
the end of a communication link tip to a new port number (W), and sets a 
communication link authorization flag. 

[0145] On the other hand, Router A receives an ACK message, rewrites the 
transmitting former port after transmitting modification of the entry to which - 
gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip to a new port number (VV), and sets a communication link 
authorization flag. 

[0146] Even when the connection between Router A and Router B is cut by the 
above processing, reestablishment of the connection is carried out and it 
becomes possible to continue a communication link. Next, with reference to 
drawing 12 , restoration processing when the connection between Router B and 
Terminal C cuts is explained. 

[0147] If the connection between Router B and Terminal C cuts by a certain 
cause, the TCP section 1 1 of Router B will detect this. The TCP section 1 1 of 
Router B notifies each IP address and port number of both ends (Router B and 
Terminal C) of the cut connection to the TCP connection management section 18 
for a packet transfer. 



[0148] By using as a key the data notified from the TCP section 1 1 , the TCP 
connection management section 18 for a packet transfer searches - gateway IP 
address / port attaching part 16 in the end of a communication link tip, and clears 
the "communication link authorization flag" of the entry of an inspection result. 
Moreover, between the ports of No. 23 of Terminal C, it directs in the TCP 
section 1 1 so that a TCP connection may be established. 
[0149] Consequently, the SYN message of TCP is transmitted to the port of No. 
23 (solvent-refined-coal=1 0.0.0. 1:UU) of 192.168.0.2 from Router B to Terminal 
C. 

[0150] Then, Terminal C receives this SYN message and answers a letter to 
Router B in the SYN+ACK message which is a response message. The router B 
which received the SYN+ACK message from Terminal C changes into a new port 
number (UU) the transmitting former port after modification of the entry to which - 
gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip, and changes a communication link authorization flag into 
the condition of ON while it transmits an ACK message to Terminal C. 
[0151] It becomes possible to restore this and to continue a communication link 
by the above processing, even if it is the case where the connection between 
Router B and Terminal C cuts according to a certain cause. In addition, when a 
TCP connection is cut by a certain cause between Router A and Terminal A, 
restoration processing is performed similarly. 

[0152] With reference to a flow chart, it explains that the processing finally 
performed in the gestalt of the operation explained above flows. Drawing 13 is a 
flow chart explaining the flow of the processing in the router A at the time of 
name resolution processing shown in drawing 2 being performed. This flow chart 
is processing performed when a name resolution demand reaches Router A, 
below, mentions as an example the case where a name resolution demand "PC- 
B. home.com" reaches Router A, and is explained. 

[0153] Step S10: The name resolution section 12 receives "PC-B. home.com" 
which is the name resolution demand transmitted from Terminal A through 



means of communications 20, the IP section 10, and the TCP section 1 1 . 
[0154] Step S11: The name resolution section 12 transmits this demand to the 
solution-before private network address judging section 13. 
[0155] Step S12: Search the name resolution server registration section 14 for 
communication link place private networks, the solution-before private network 
address judging section 13 progresses to step S14, when it judges with judging 
and registering whether the entry of the reference address is registered, and 
when other, it progresses to step S13. 

[0156] Step S13: The name resolution section 12 processes the demand 
received as a usual name resolution demand. 

Step S14: The solution-before private network address judging section 13 directs 
that the IP address of Router B (swan.mbb.nifty.com) asks the predetermined 
DNS server of a global screen oversize to the name resolution section. 
[0157] Step S15: The solution-before private network address judging section 13 
receives the inquiry result (15.23.1.2) returned from the DNS server through 
means of communications 20, the IP section 10, the TCP section 11, and the 
name resolution section 12. 

[0158] Step S16: The solution-before private network address judging section 13 
directs that the IP address of an accepting station B (PC-B. home-a.com) asks 
15.23.1.2 (router B) in the name resolution section 12. 

[0159] Step S17: The solution-before private network address judging section 13 
receives the inquiry result (192.168.0.2) returned from Router B through means 
of communications 20, the IP section 10, the TCP section 1 1 , and the name 
resolution section 12. 

[0160] Step S18: The solution-before private network address judging section 13 
chooses the dummy IP address (for example, 10.0.0.1) of arbitration from the 
dummy IP address pool section 15, and deletes the address from the dummy IP 
address pool section. 

[0161] Step S19: The solution-before private network address judging section 13 
transmits to Terminal A as a reply of a name resolution demand of a dummy IP 



address (10.0.0.1). 

[0162] Step S20: The solution-before private network address judging section 13 
directs that the packet which has a dummy IP address as the transmission place 
address receives from a private network side to reception authorization IP 
address attaching part 10a. 

[0163] Step S21: The solution-before private network address judging section 13 
registers Terminal B, Router A, Router B and each IP address of Terminal A, and 
a dummy IP address into - gateway IP address / port attaching part 16 as an 
entry in the end of a communication link tip. However, about a communication 
link authorization flag, it is set as an off condition. 
[0164] Next, with reference to drawing 14 , the processing at the time of 
establishing a TCP connection is explained. In addition, between Router A and 
Router B, the processing in the case of establishing a TCP connection is 
mentioned as an example, and the following explanation explains it. The 
following steps will be started if SYN of TCP Terminal A to whose transmission 
place IP address is 10.0.0.1 and whose transmission place port is No. 23 
reaches Router A. 

[0165] Step S30: With reference to reception authorization IP address attaching 
part 10a, since the IP address "10.0.0.1" is registered, the IP section 10 of 
Router A receives this packet, and it supplies it to the packet transfer section 17 
through the TCP section 1 1 . 

[0166] Step S31 : The packet transfer section 17 searches a course place from - 
gateway IP address / port attaching part 16 in the end of a communication link tip. 
That is, the packet transfer section 17 searches - gateway IP address / port 
attaching part 16 in the end of a communication link tip, and detects that IP 
address 10.0.0.1 is in the course place of IP address 15.23.1.2. Moreover, no 
entry of port information is buried at this time, and since the communication link 
authorization flag is off, it detects that it is in the condition which the name 
resolution finished. 

[0167] Step S32: The packet transfer section 17 directs to establish a TCP 



connection between IP address 15.23.1.2 and IP address 192.168.0.2 to the 

TCP connection management section 18 for a packet transfer. 

[0168] Step S33: The TCP connection management section 18 for a packet 

transfer establishes a TCP connection between the ports XX of IP address 

15.23.1.2. Consequently, a connection will be established between Router B and 

Router A by processing between step S40 mentioned later. 

[0169] Step S34: The TCP connection management section 18 for a packet 

transfer writes a transmission place port (WW and XX) in the entry to which - 

gateway IP address / port attaching part 16 corresponds in the end of a 

communication link tip the transmitting origin of TCP about the connection 

established in step S33. 

[0170] Step S35: The TCP connection management section 18 for a packet 
transfer directs in the end of a communication link tip that the Notification 
message about the port of No. 23 of 192.168.0.2 transmits from the TCP 
connection of Port WW to the port XX of 15.23.1.2 in the address / port 
negotiation section 19. 

[0171] Step S36: The address / port negotiation section 19 transmits the 
Notification message about the port of No. 23 of 192.168.0.2 to the port XX of 
1 5.23. 1 .2 from the TCP connection of Port WW in the end of a communication 
link tip. 

[0172] Step S40: Based on processing of step S33 mentioned above, a TCP 
connection is established also in Router B. 

[0173] Step S41: The TCP section supplies the Notification message which 
received in Port XX to the packet transfer section 17. And since the packet 
transfer section 17 is the packet of the beginnings other than SYN transmitted 
from the transmit port WW, and ACK, it considers that this is a Notification 
message and supplies it to the TCP connection management section 18 for a 
packet transfer. 

[0174] Step S42: The TCP connection management section 18 for a packet 
transfer establishes a TCP connection between the addresses and the ports (No. 



23 of 192.168.10.2) which were shown by the Notification message. 
[0175] Step S43: The TCP connection management section 18 for a packet 
transfer directs to transmit an ACK message to the port WW watch of 34.56.10.4 
in the address / port negotiation section 19 in the end of a communication link tip, 
and is transmitted by the address / port negotiation section 19 through the 
already established TCP connection in the end of a communication link tip. 
[0176] In the end of a communication link tip Step S44 : the address / port 
negotiation section 19 The transmission place address and the port 
(192.168.0.2:23) of TCP which were established, A source address, the source 
address of the TCP connection to whom the port (10.0.0.1 :ZZ) and the 
Notification message have been sent, and a port (34.56. 10. 4:WW), The entry 
which has the transmission place address, a port (15. 23.1. 2:XX), and the 
communication link authorization flag of ON is written in - gateway IP address / 
port attaching part 16 in the end of a communication link tip, and it progresses to 
(1) of drawing 15 . 

[0177] Then, a continuation of the above processing is explained with reference 
to drawing 15 . Step S50: The address / port negotiation section 19 notifies the 
purport which the port [ of 192.168.0.2 / of No. 23 ] connection established via 
the TCP connection of Port XX to the port WW of 1 5.23. 1 .2 to the TCP 
connection management section 18 for a packet transfer in the communication 
link tip end of Router A. 

[0178] Step S51 : The TCP connection management section 18 for a packet 
transfer searches "34.56.10.4/WW;15.23.1.2:XX" for - gateway IP address / port 
attaching part 16 as a key in the end of a communication link tip, and detects that 
the TCP connections by the side of the transmit terminal of this are 
192.168.0.1 :YY and 10.0.0.1:23. 

[0179] Step S52: The TCP connection management section 18 for a packet 
transfer establishes the TCP connection between 192.1 68.0. 1:YY and 
1 0.0.0. 1 :23 through the TCP section 1 1 . 

[0180] Step S53: The TCP connection management section 18 for a packet 



transfer changes into ON the communication link authorization flag of the entry 
"192.168.0.2//34.56.10.4:WW;15.23.1.2:XX//192.168.0.1:YY;10.0.0.1:23" 
registered into - gateway IP address / port attaching part 16 in the end of a 
communication link tip. 

[0181] The above processing enables it to establish a PCT connection between 
Router A and Router B. Next, the processing at the time of transmitting a packet 
with reference to drawing 16 using the TCP connection established by the above 
processings is explained. In addition, below, transfer processing of the packet 
between Router A and Router B is mentioned as an example, and is explained. 
[0182] Step S60: The DATA packet of TCP whose transmission place address is 
10.0.0.1 and whose transmission place port is No. 23 reaches Router A from 
Terminal A. 

[0183] Step S61: Since 10.0.0.1 is registered into reception authorization IP 
address attaching part 10a, the IP section 10 of Router A receives this, and it 
carries out it through the TCP section 1 1 , and pass it to the packet transfer 
section 17. 

[0184] Step S62: The packet transfer section 17 searches - gateway IP address / 

port attaching part 1 6 in the end of a communication link tip, changes into 

34.56. 10.4:WW 1 92.1 68.0. 1:YY which is transmitting agency IP address port 

information at 15.23.1.2:XX about 10.0.0.1:23 which is transmission place IP 

address port information, and leaves datagram of a packet intact. 

[0185] Step S63: The packet transfer section 17 transmits the packet which 

conversion of the address ended through the TCP section 11. 

[0186] Step S70: The DATA packet of TCP arrives at XX watch port of Router A 

to the router B. 

[0187] Step S71 : The TCP section 1 1 of Router B receives the DATA packet 
which arrived at Port XX, and passes it to the packet transfer section 17. 
[0188] Step S72: The packet transfer section 17 searches - gateway IP address / 
port attaching part 1 6 in the end of a communication link tip, changes into 
10.0.0.1:ZZ 1 92.168.0. 1:YY which is transmitting agency IP address port 



information 192.168.0.2:23 about 15.23.1.2:XX which are a transmission place IP 
address and port information, and leaves datagram of a packet intact. 
[0189] Step S73: The packet transfer section 17 transmits the packet which 
conversion of the address ended to PC-B. home-a.com (terminal C) through the 
TCP section 11. 

[0190] The above processing enables it to transmit a packet using a TCP 
connection. Next, with reference to drawing 17 , in case a TCP connection is 
ended, the processing performed in Router A and Router B is explained. 
[0191] Step S80: Terminal A to the transmission place address is 10.0.0.1, and 
the FIN packet of TCP whose transmission place port is No. 23 reaches Router A. 
[0192] Step S81: Since 10.0.0.1 is registered into reception authorization IP 
address attaching part 10a, the IP section 1 1 of Router A receives this, and it 
passes it to the packet transfer section 17 through the TCP section 1 1 . And 
processing of step S83 and step S82 is performed in parallel. 
[0193] Step S82: - gateway IP address / port attaching part 16 is searched in the 
end of a communication link tip, the TCP connection management section 18 for 
a packet transfer judges whether the ACK message to FIN from the connection 
whose transmission place IP address port is 34.56. 10.4. WW and whose 
transmitting agency IP address port is 15.23.1. 2:XX was received, when it 
receives, it progresses to (2) of drawing 18 , and when other, it repeats the same 
processing. 

[0194] Step S83: The packet transfer section 17 searches - gateway IP address / 
port attaching part 1 6 in the end of a communication link tip, changes into 
34.56. 10.4:WW 1 92.1 68.0. 1:YY which is transmitting agency IP address port 
information at 15.23.1.2:XX about 10.0.0.1:23 which is transmission place IP 
address port information, and the datagram of a packet considers as a condition 
as it is, and it transmits it to Router B through the TCP section 1 1 . 
[0195] Step S90: The FIN packet of TCP arrives at XX watch port of Router B 
from Router A. 

Step S91: The TCP section 1 1 passes the FIN packet which received in Port XX 



to the packet transfer section 17. And in the TCP connection management 
section 18 for a packet transfer, the packet transfer section 17 performs 
processing of step S92 and step S93 in parallel, after notifying that the TCP 
connection a transmission place IP address and whose port are 15.23.1.2:XX(s) 
and a transmitting agency IP address and whose port are 34.56.10.4.WW(s) to 
FIN arrived. 

[0196] Step S92: - gateway IP address / port attaching part 16 is searched in the 
end of a communication link tip, the TCP connection management section 18 for 
a packet transfer judges whether the ACK message to FIN from the connection a 
transmission place IP address and whose port are 10.0.0.1.ZZ(s) and a 
transmitting agency IP address and whose port are 192.168.0.2.23 was received, 
when received, it progresses to (3) of drawing 18 , and when other, it repeats the 
same processing. 

[0197] Step S93: The packet transfer section 17 searches - gateway IP address / 
port attaching part 16 in the end of a communication link tip, and changes into 
1 0.0.0. 1:ZZ 34.56. 10. 4. WW which are a transmitting agency IP address and port 
information 192.168.0.2:23 about 15.23.1.2:XX which are a transmission place IP 
address and port information, and the datagram of a packet transmits it to PC- 
B. home-a.com through the TCP section 1 1 , without changing. 
[0198] Then, a continuation of the above processing is explained with reference 
to drawing 18 . Step S100: The same actuation as Router B, i.e., processing of 
the below-mentioned steps S110-S117, performs modification or deletion of the 
entry of - gateway IP address / port attaching part 16 in a transfer of an ACK 
packet, and the end of a communication link tip. 
[0199] Step S1 10: An ACK packet reaches Router B. 

Step S1 1 1 : Since the address 10.0.0.1 included in the ACK packet is registered 
into reception authorization IP address attaching part 10a, it receives this, and it 
passes the IP section 10 of Router B to the packet transfer section 17 through 
the TCP section 11. 

[0200] Step S1 12: The packet transfer section 17 notifies that ACK arrived to the 



TCP connection management section 18 for a packet transfer from the TCP 
connection a transmission place IP address and whose port are 1 0.0.0. 1:ZZ(s) 
and a transmitting agency IP address and whose port are 192.168.0.2:23. 
[0201] Step S1 13: It identifies that the TCP connection management section for a 
packet transfer is ACK for which it was waiting at step S92 of drawing 17 , and 
the TCP connection management section 18 for a packet transfer searches - 
gateway IP address / port attaching part 16 in the end of a communication link tip, 
and the communication link authorization flag of the entry corresponding to this 
progresses [ ON (O) and one-way (**) are judged and, in one-way, it progresses 
at step S1 14, and ] to step S1 16, in being other. 

[0202] Step S1 14: Transmit an ACK packet to Router B based on an approach 
[ finishing / explanation / already ]. 

Step S1 15: The TCP connection management section 18 for a packet transfer 
deletes the entry stored in - gateway IP address / port attaching part 16 in the 
end of a communication link tip. Moreover, at this time, the TCP connection 
management section 18 for a packet transfer notifies the reception termination of 
the dummy address indicated by the transmitting former IP address after 
modification of an entry to reception authorization IP address attaching part 10a, 
and returns a dummy address to it at the dummy IP address pool section 15. 
[0203] Step S1 16: Transmit an ACK packet to Router B based on an approach 
[ finishing / explanation / already ]. 

Step S1 17: The TCP connection management section 18 for a packet transfer 
makes a setting change of the communication link authorization flag of the entry 
stored in - gateway IP address / port attaching part 16 in the end of a 
communication link tip at One-way. 

[0204] The above processing enables it to end a TCP connection. Next, with 
reference to drawing 19 , restoration processing when a TCP connection cuts is 
explained. In addition, below, restoration processing when the connection 
between Router A and Router B cuts is mentioned as an example, and is 
explained. 



[0205] Step S120: The TCP section 1 1 of Router A detects what the TCP 
connection of a between [ Routers B ] cut. 

[0206] Step S121: The TCP section 11 of Router A notifies each IP address and 
port number of both ends (Router A and Router B) which are the connection who 
cut to the TCP connection management section 18 for a packet transfer. 
[0207] Step S122: By using as a key the data received from the TCP section 1 1 , 
the TCP connection management section 18 for a packet transfer of Router A 
searches - gateway IP address / port attaching part 16 in the end of a 
communication link tip, and clears the "communication link authorization flag" of 
the entry of a retrieval result. 

[0208] Step S123: Since the field is not NULL in "the end of a transmitting tip", 
the TCP connection management section 18 for a packet transfer of Router A 
directs to establish a TCP connection in the TCP section 1 1 between the ports 
XX of Router B. 

[0209] Step S124: Transmit a Notification message based on an approach 
[ finishing / explanation / already ]. 

[0210] Step S125: Receive an ACK message based on an approach [ finishing / 
explanation / already ]. 

Step S126: The TCP connection management section 18 for a packet transfer 
rewrites the transmitting former port after transmitting modification of an entry to 
a new port number (VV). 

[021 1] Step S127: The packet transfer section 17 sets a communication link 
authorization flag. 

Step S130: The TCP section of Router B detects TCP connection ** of a between 
[ Routers A]. 

[0212] Step S131: The TCP section 11 of Router B notifies each IP address and 
port number of both ends (Router A and Router B) of the connection who cut to 
the TCP connection management section 18 for a packet transfer. 
[0213] Step S132: By using as a key the data received from the TCP section 11, 
the TCP connection management section 18 for a packet transfer of Router B 



searches - gateway IP address / port attaching part 16 in the end of a 
communication link tip, and changes the "communication link authorization flag" 
of the entry of a retrieval result into an off condition. 

[0214] Step S133: Since the field is NULL in "the end of a transmitting tip", the 
TCP connection management section 18 for a packet transfer of Router B waits 
for resetting of the connection from Router A. 

[0215] Step S134: Receive the Notification message transmitted in step S124. 
[0216] Step S135: Transmit the ACK message to a Notification message based 
on an approach [ finishing / explanation / already ]. 

[0217] Step S136: The TCP connection management section 18 for a packet 
transfer rewrites the transmitting former port before modification of the entry to 
which - gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip to a new port number (W). 

[0218] Step S137: The TCP connection management section 18 for a packet 
transfer sets the communication link authorization flag of an entry with which - 
gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip. 

[0219] A connection can be restored when the connection between Router A and 
Router B cuts by the above processing. Next, with reference to drawing 20 , 
restoration processing when the connection between Router B and Terminal C 
cuts is explained. 

[0220] Step S140: The TCP section 1 1 of Router B detects what the connection 
between Terminals C cut. 

[0221] Step S141: The TCP section 11 of Router B notifies each IP address and 
port number of both ends (Router B and Terminal C) of the connection who cut to 
the TCP connection management section 18 for a packet transfer. 
[0222] Step S142: By using as a key the data received from the TCP section 1 1 , 
the TCP connection management section 18 for a packet transfer of Router B 
searches - gateway IP address / port attaching part 16 in the end of a 
communication link tip, and changes the communication link authorization flag of 



the entry of a retrieval result into an off condition. 

[0223] Step S143: The TCP connection management section 18 for a packet 
transfer of Router B directs to establish a TCP connection in the TCP section 1 1 
between the ports of No. 23 of Terminal C. Consequently, call origination of the 
TCP connection is carried out. <BR> [0224] Step S144: The TCP connection 
management section 18 for a packet transfer of Router B changes the entry to 
which - gateway IP address / port attaching part 16 corresponds in the end of a 
communication link tip. That is, a transmitting agency port is rewritten to a new 
port number (UU). 

[0225] Step S145: The TCP connection management section 18 for a packet 
transfer of Router B changes into the condition of ON the communication link 
authorization flag of an entry with which - gateway IP address / port attaching 
part 16 corresponds in the end of a communication link tip. Consequently, a TCP 
connection will be established between Terminals B. 

[0226] Even when the TCP connection between Router B and Terminal C cuts by 
the above processing, it becomes possible to restore a connection. According to 
[ as explained above ] this invention, it is unique FQDN (fully-qualified domain 
name: a host name, a dot, a host's identifier constituted from three domain 
names'.). Since www.fts.com etc. was assigned to the terminal private address 
within the net, a private address network and a global address network cannot be 
asked, but a terminal can have a unique identifier. Consequently, although 
private address networks use the overlapping address space, respectively, it 
becomes possible to uniformize a terminal private address within the net. 
[0227] Moreover, since the DNS server for private address networks which does 
not belong is prepared for the tree of a DNS server global address within the net 
for every private address network and it enabled it to access this from a global 
address network according to this invention, it becomes possible to realize the 
name resolution of a private address via a global address network. 
[0228] Furthermore, according to this invention, a private network and a global 
network boundary router (address translation equipment) stretch separately a 



TCP connection private address within the net and a TCP connection global 
address within the net, and it becomes possible to realize the TCP connection 
from a global address network to a private address network because a router 
carries out the map (information interchange) of both the connections. 
[0229] (Additional remark 1) In the communication device which has the 2nd 
network which consists of terminals which belong to the 1st network which 
consists of communication devices which have the address of the 1st type, and 
have the address of the 2nd type in the subordinate the identifier the terminal 
belonging to the network of the subordinate of other communication devices was 
named ~ being concerned -- others ~ with a means to manage corresponding to 
the identifier the communication device was named The communication device 
characterized by establishing a means to output the demand of address solution 
to the communication device which corresponds with said management tool 
when the identifier the terminal used as a communications partner was named 
from a subordinate's terminal is received. 

[0230] (Additional remark 2) a means to make the address of the subordinate's 
terminal correspond with the identifier to which it was attached by the terminal, 
and to manage it -- said - others - the demand of the address solution of the 
terminal of the subordinate from a communication device - receiving -- said 
management tool - the address -- solving - said -- others - communication 
device of the additional remark 1 publication characterized by establishing a 
means to notify the address solved to the communication device. 
[0231] (Additional remark 3) the demand of address solution -- receiving -- the 
notice of solution of the address -- said - others, when it receives from a 
communication device A means to match the address which received the notice 
with the dummy address which is said 2nd type of address and was changed into 
the address which is not used as the address of the terminal the subordinate's 
network, and to manage it, The communication device of the additional remark 2 
publication characterized by establishing a means to notify said address after 
conversion to the terminal which required the communication link. 



[0232] (Additional remark 4) the case where a packet with the dummy address 
after a notice is received from the terminal which required the communication link 
- a dummy address - said - others - communication device of the additional 
remark 3 publication characterized by establishing a means to change into the 
address of a communication device. 

[0233] (Additional remark 5) The 1st network which consists of communication 
devices which have the address of the 1st type, In the network system which 
consists of the 2nd network which consists of terminals which have the address 
of the 2nd type under the command of a communication device to said 
communication device The 1st management tool which the address of the 
subordinate's terminal is made to correspond with the identifier to which it was 
attached by each terminal, and manages it, The 2nd management tool which the 
identifier of a terminal is made to correspond with the communication device 
which manages the address of the terminal, and manages it, The network system 
characterized by asking for other communication devices which solve the 
address of the terminal of a communications partner to ****** and the 
communication link demand from a subordinate's terminal with said 2nd 
management tool, and performing address solution with said 1st management 
tool with other communication devices. 

[0234] (Additional remark 6) The global address network with which each node 
has the unique address, In the network system which has the private address 
network which has the address which is not unique, and address translation 
equipment which changes the address in case data are transmitted among these 
As opposed to each node to which said address translation equipment belongs to 
said private address network When the inquiry to a predetermined identifier is 
made from the predetermined node which gives and manages a unique identifier 
and belongs to said global address network or other private address networks 
The network system characterized by what a corresponding private address is 
acquired and notified for. 

[0235] (Additional remark 7) other address translation equipments arranged at 



the transmit-terminal side - further ~ having -- said ~ others - network system of 
the additional remark 6 publication characterized by registering into address 
translation equipment beforehand the unique identifier given to each node. 
[0236] (Additional remark 8) The global address network with which each node 
has the unique address, The private address network which has the address 
which is not unique, and the 1st address translation equipment which performs 
address translation in said global address network, In the network system which 
has the 2nd address translation equipment which performs address translation 
between said global address networks and said private address networks Said 
1st and 2nd address translation equipment by establishing a connection 
independently, respectively and exchanging the information about a connection 
mutually between said global address network and said private network network 
The network system characterized by what transfer of data is enabled for. 
[0237] (Additional remark 9) Said 1st address translation equipment is the 
network system of the additional remark 8 publication characterized by notifying 
the information about said connection to said 2nd address translation equipment 
in case a transmit terminal establishes a connection. 
[0238] (Additional remark 10) For the actual private address of an accepting 
station, said 1st address translation equipment is the network system of the 
additional remark 9 publication characterized by notifying the address of a 
different dummy to said transmit terminal. 

[0239] (Additional remark 11) For the actual private address of said accepting 
station, the address of said dummy is the network system of the additional 
remark 10 publication characterized by being the address with which network 
classes differ. 

[0240] (Additional remark 12) Said 2nd address translation equipment is the 
network system of the additional remark 9 publication characterized by 
reestablishing a connection again with reference to the information about said 
connection notified from said 1st address translation equipment when the 
connection between said accepting stations is cut. 



[0241] (Additional remark 13) Said 1st address translation equipment When the 
connection between said 2nd address translation equipment is cut While newly 
carrying out connection establishment between said 2nd address translation 
equipment with reference to the information about an accepting station The 
information about said connection is notified to said 2nd address translation 
equipment. Said 2nd address translation equipment The network system of the 
additional remark 9 publication characterized by what a connection is updated for 
based on the information about said connection notified from said 1st address 
translation equipment. 

[0242] (Additional remark 14) Said 1st and 2nd address translation equipment is 
the network systems of the additional remark 9 publication characterized by 
holding the information which shows a connection's condition and transmitting 
data based on this information. 

[0243] (Additional remark 15) The information which shows said connection's 
condition is the network system of the additional remark 9 publication 
characterized by being the information only a uni directional indicates either 
which can communicate to be finishing [ establishment ] during establishment of 
a connection. 

[0244] (Additional remark 16) The global address network with which each node 
has the unique address, In the address translation equipment which changes the 
address in case data are transmitted between the private address networks 
which have the address which is not unique A unique identifier is given and 
managed to each node belonging to said private address network. Address 
translation equipment characterized by what a corresponding private address is 
acquired and notified for when the inquiry to a predetermined identifier is made 
from the predetermined node belonging to said global address network or other 
private address networks. 

[0245] (Additional remark 17) The global address network with which each node 
has the unique address, It connects with the network which has other address 
translation equipments which perform address translation between the private 



address network which has the address which is not unique, and said global 
address network and said private address network. In the address translation 
equipment which performs address translation in said global address network 
said ~ others -- address translation equipment -- independent - a connection -- 
being established - said -- others -- by exchanging the information about a 
connection mutually between address translation equipment Address translation 
equipment characterized by enabling transfer of data between said global 
address network and said private network network. 

[0246] (Additional remark 18) the information concerning said connection in case, 
as for said address translation equipment, a transmit terminal establishes a 
connection -- said - others -- address translation equipment of the additional 
remark 17 publication characterized by what is notified to address translation 
equipment. 

[0247] (Additional remark 19) For the actual private address of an accepting 
station, said address translation equipment is address translation equipment of 
the additional remark 18 publication characterized by notifying the address of a 
different dummy to a transmit terminal. 

[0248] (Additional remark 20) For the actual private address of said accepting 
station, the address of said dummy is address translation equipment of the 
additional remark 19 publication characterized by being the address with which 
network classes differ. 
[0249] 

[Effect of the Invention] It belongs to the 1st network which consists of this 
inventions with the communication device which has the address of the 1st type 
as explained above. In the communication device which has the 2nd network 
which consists of terminals which have the address of the 2nd type in the 
subordinate the identifier the terminal belonging to the network of the subordinate 
of other communication devices was named - being concerned - others - with a 
means to manage corresponding to the identifier the communication device was 
named Since a means to output the demand of address solution to the 



communication device which corresponds with a management tool was 
established when the identifier the terminal used as a communications partner 
was named from a subordinate's terminal was received A private address 
network and a global address network cannot be asked, but a unique identifier 
can be given to a terminal. 

[0250] Moreover, the 1st network which consists of this inventions with the 
communication device which has the address of the 1st type as explained above, 
In the network system which consists of the 2nd network which consists of 
terminals which have the address of the 2nd type under the command of a 
communication device to a communication device The 1st management tool 
which the address of the subordinate's terminal is made to correspond with the 
identifier to which it was attached by each terminal, and manages it, The 2nd 
management tool which the identifier of a terminal is made to correspond with the 
communication device which manages the address of the terminal, and manages 
it, Since it asks for other communication devices which solve the address of the 
terminal of a communications partner to ****** and the communication link 
demand from a subordinate's terminal with the 2nd management tool and the 1st 
management tool was made to perform address solution with other 
communication devices A unique identifier is given to a terminal and the thing 
[ communicating by being based on identifying ] becomes possible. 
[0251] Moreover, the global address network with which each node has the 
unique address in this invention as explained above, In the network system 
which has the private address network which has the address which is not 
unique, and address translation equipment which changes the address in case 
data are transmitted among these As opposed to each node to which address 
translation equipment belongs to a private address network When the inquiry to a 
predetermined identifier is made from the predetermined node which gives and 
manages a unique identifier and belongs to a global address network or other 
private address networks Since a corresponding private address is acquired and 
it was made to notify, the exception of a private address network or a global 



address network is not asked, but it enables each node to have a unique 
identifier. 

[0252] Furthermore, the global address network with which each node has the 
unique address in this invention, The private address network which has the 
address which is not unique, and the 1st address translation equipment which 
performs address translation in a global address network, In the network system 
which has the 2nd address translation equipment which performs address 
translation between a global address network and a private address network The 
1st and 2nd address translation equipment by establishing a connection 
independently, respectively and exchanging the information about a connection 
mutually between a global address network and a private network network Since 
it was made to enable transfer of data, it becomes possible to establish the 
connection from a global address network to a private address network. 



[Translation done.] 
* NOTICES * 

JPO and NCIPI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not 

reflect the original precisely. 

2.**** shows the word which can not be translated. 

3. In the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the configuration of the gestalt of operation of 
this invention. 



[Drawing 2] It is drawing showing the detailed example of a configuration of a 
router. 

[Drawing 3] It is a signal flow Fig. explaining the name resolution processing at 
the time of the terminal A belonging to a private network accessing to the 
terminal B which similarly belongs to a private network. 

[Drawing 4] It is drawing explaining a format of the information registered into the 
name resolution server registration section for communication link place private 
networks. 

[Drawing 5] It is a signal flow Fig. explaining the processing in the case of 
establishing a TCP connection. 

[Drawing 6] It is a signal flow Fig. explaining the processing in the case of 
establishing a TCP connection. 

[Drawing 7] It is drawing explaining a format of the entry registered into - gateway 
IP address / port attaching part in the end of a communication link tip. 
[Drawing 8] It is a signal flow Fig. explaining the processing in the case of 
transmitting a packet using a TCP connection. 

[Drawing 9] In case a TCP connection is ended, it is a signal flow Fig. explaining 
the processing in the case of changing a bidirectional communication link into a 
uni directional. 

[Drawing 10] In case a TCP connection is ended, it is a signal flow Fig. explaining 
the processing in the case of ending the communication link of a uni directional. 
[Drawing 11] When the connection between Router A and Router B cuts, it is a 
signal flow Fig. explaining the processing at the time of restoring this. 
[Drawing 12] When the connection between Router B and Terminal C cuts, it is a 
signal flow Fig. explaining the processing at the time of restoring this. 
[Drawing 1 3] It is a flow chart explaining the flow of the processing in the router A 
at the time of name resolution processing being performed. 
[Drawing 14] It is a flow chart explaining the processing at the time of 
establishing a TCP connection. 

[Drawing 15] It is a flow chart explaining the processing at the time of 



establishing a TCP connection. 

[Drawing 16] It is a flow chart explaining the processing at the time of transmitting 
a packet using the TCP connection established by processing of drawing 14 and 
drawing 15 . 

[Drawing 17] In case a TCP connection is ended, it is a flow chart explaining the 
processing performed in Router A and Router B. 

[Drawing 18] In case a TCP connection is ended, it is a flow chart explaining the 
processing performed in Router A and Router B. 

[Drawing 19] It is a flow chart explaining restoration processing when a TCP 
connection cuts. 

[Drawing 20] It is a flow chart explaining restoration processing when the 
connection between Router B and Terminal C cuts. 

[Drawing 21] It is drawing showing the configuration of the IP address of each 
class. 

[Drawing 22] It is drawing for explaining the range of the figure used for the IP 
address of each class. 

[Drawing 23] It is drawing showing the numeric value of the private IP address 
specified to RFC1597. 

[Drawing 24] It is drawing having summarized, added and shown the contents of 
explanation of this official report in the block diagram of the internetwork 
environment indicated by drawing 1 indicated in the official report. 
[Drawing 25] It is drawing explaining an NAT function. 

[Drawing 26] It is drawing showing the network configuration and the model of 
the use gestalt of an IP address in an IP masquarade. 

[Drawing 27] It is drawing showing an example of correspondence of the private 
IP address in an IP masquarade, and a global IP address. 
[Description of Notations] 

10 The IP Section 

10a Reception authorization IP address attaching part 

1 1 The TCP Section 



11a Receive-port modification section 

12 Name Resolution Section 

13 Solution-before Private Network Address Judging Section 

14 Name Resolution Server Registration Section for Communication Link Place 
Private Networks 

15 Dummy IP Address Pool Section 

16 The End of Communication Link Tip and Gateway IP Address / Port Attaching 
Part 

17 Packet Transfer Section 

18 TCP Connection Management Section for Packet Transfer 

19 The End Address of Communication Link Tip / Port Negotiation Section 

20 Means of Communications 

21 Console 
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-Cj & r i p-d j t^LT-O-^-^-y r-V-? 

20 mt&tfrt-s. 

[0018]-*. S*At(i#^ I PTFl^-X 
( r 1 54. 1 0 0. 1 0. 1 j fcU r I P-Aj t 

n&R-t s ) jw-^ s ttx ^ £ ot\ commit?) 

TVVXlzliz\co riP-Aj ZWtfeth. 
•y hV-^2 0 ltWMl PTFUZimmL*^ 
tzbb , 7 h* ^X^^S 2 0 4 fi^ffl«D*ffi-CSB* A t 
fcfLT&sU PTHU^ ( r 150.47. l.ljfc 
U r i p-ej bmH-1) £K#U r i p-Aj 

h r i p-ej mm%mix&<> \m. sb*aj&> 

"O^S r i p-Aj fi r i p-ej KSStLT&fi't 

[0019] l^-^Sffl*»t«*A^^v r-£iSfTt 
IPT^xfc LTSB*A(^C I P 
71'1/X r i p-Ej £i£5£-f 7r^X£1^g 
2 0 4 (i-tf-v S' s j&^ft L ^7" , 7 f. oilfl^T H ]✓ 
x r i p-ej £ r i p-aj t3E»tT7"5>f^-h 

*7b7-^20 2 Hzmm^y^ iptyvx r I 

P-Ej fc^-»?)#^xU PTh*^*i)0«*2 
(3) IP7^X»S 

£LL 77 ^- M P 7 F 1-X & ffifflf S ^ 7 h 7- 
? (7°5M<-r-*>y r-V-?) FWra*£My?-* 

■y hs^^ff^a mz&nhWkcoT Yvxmmm 

[0 0 20] ±IEOMT"«r b*U.X^&£§g£tWCT 

pvx^wf (ifcli, 7/H-nat) tnftmSK 
«£^-?b^(±7 r >f 77 *-;^9WN*KrtS3-££ 



[00 2 1 ] NAT : IfttNAT (Network Address 
Translation ) fcO^TfMlT I. „ NATiiRFC 1 6 
3 lT«§^lTV^|>TK^X^Ji7f^T\ 7°54<- 
h I P7F^fc^n-A";H P7 l>« 

fg-cfc s . i&mmcon- ^i/znc\coN ATmm<?yf§m 

— O<0ftRfcl/O^iOi>^. 02 5(iNATli 
£iMJft£0"C\ *•/ r-7-7<»!£fc I P7VUXC0 
WI«tf/^SLt^§, 02 5T"«7°54^- 
N4*7h7-^ (ITF. LANfcfB-f) 3 2 0fcgg! 

$ttTv^M^s*3 2 1 m^m^m^z 
imMAts t' t ge-r ) ttta^tia© t tz ± a % 

[00 22 ] 22<7)J;3%fffcB^T, L A N 3 2 0 

mm^ivzuhTy^K-yi PTYVX r l o. 1. 

1. 1 Oj li.oKA^^y^-^7 hiifi 
WC(i/o-A> ■ * .y hv-^ 3 8 0 t^-fCH^t 

mKtzm^^Yv-tftmMzmwt) zmom 

mx-mm&yv-^n-i prvu^bix, mm. 
T20. i . i . 1 o j £nmt&. 

[00 23] )l-9 3 1 OteNATMmZftMlX^t 

S*A(i;P-^3 1 O^NATKtil 
?-*-y M!JtMLT(i7°7^^-b I PTHU^ 
r 1 0 . 1 . 1 . 1 0 j tfiyu-rtjV IP7Y VXcr, 
T2 0. 1. 1. 1 0 j \,zmS&ti* 4y9-*«/YM 

&$>mt>tix < mmftr k v^yu-^jv i p r k 

kXT20. 1. 1. 10j itoAjr-yMiNATH 
llti Dilfl^7 0 94^-b I P7Fk7^£?) r i o . 

i . i . i o j [z^m^tixmiA[zmhfih, ^ 

X . i«0WTli^n-y^ IP7K UXco r 2 0 . 1 . 
1 . 1 0 j bTy4K~h I P7FWO r i o. 1 . 

i . i o j timmix&mtixvihm^h* m2A 
oiftHHL^ i P7 Y)sxmmmzKK7*mm 
ifzumxhi b^hzb^xth, 

[0024] o iZfflmizyv-rtiV IP7KU 

^m¥A *r)vr v r i p®m- tx%b b mmx \ * 

hi>K z\<Dljmx\iWm'ifts: o 

i P7YVxzm%thcn>X\ —ocoyv-^jii P7 

YUX$:LANftC0MWLC0^3 2 IXMMzim-th 
Z\btfX%&« Ifrl, -O(?)LAN3 2 0«(:f 
mx% h 7u-X.iV IP7F ^7;«ii^) J P N I C 
^^tt^ftff^ (TnA'^^t") tOSftti^T 

i P7 F'^xii^m<7)S*2 2 1 ivmth-teh. a > 

?~^>y MfrfeiiifcrFWt^o-AVH P7F 
l^x (^JiH\ r 2 o. l. l. 10j)£!££LTL 
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AN 3 2 OlVimt^.^-^',:^;: ; ,MiT^V : . 
[0 0 2 5] IP7X*WN'(7/H-NAT) : & 
t, I P7^1/-F (7/kfNATi: iDfiffLS ) £ 
oUTf^BJ-fSo I PV*#^-h*t,NATfcHR-Ov& 
N ^-MPTKWfc ;/n-.A*;b I 

PTF^fi, BO*,, I PTKU-Xi5^<7)^^^» 

•t&comix, ip~?x%u-m#-hm^i>mm 
xaos i#B3^r;w^tti»S3iitfiML. iSfi^ 

§ i PA^flfcffcjgSfti,. ^fUdtfLT. *-b« 

o s i #eb^ Tj\,enm±.mz ims mwrrr u ^- 

yaySJEtftJf^n, 5tr-b#-t(il PI (113 JI) 
f5±&fc^fc.&SS4 Jftfig-tSTC P 7°n b 3;Hii 
9fft5£§;ft.S>. «^t, *°-b#-^ii:I P^-y^ta 

^tLCOXXV («*) T"fT*>il&J&\ fftjiDoTV^^ 

t bKu^MWt # &u i ^ i 3 =fcr 7° u y- is a y 

b #f ^ESWtSft ^ft-T v ^ . 
[0 0 2 6] 02 6iUW22 7(4 I P?^I/-FJ 
ittHH-f SET, 02 6li*«y b y-?commt IPTV 

IPTYVXb yn-J^l IP7F U^^tJEO- 
SUl^o 02 6<7)ffi?it7°5JK-h%*v b7- 
? (LANfcE-f ) 4 2 0fcm3*m^aR<9«* 

421 (^g^s*££M^mmA&£-£ie-f) 

fcB^IEfJ L tz i5475^-MPTKI/ 
X^tt-^ilTV^ [5I0W4#S*4 2 1 T-ffi 

b#^#fEfi3:fi"0^. *-bS#ii77°y^-y g 

Telnet tH^tflJ D ST ttlT V^itf- b 
"2 3" 7^^*4 2 ltffiffl$5fl, S*EC(iFTP 
(File Transfer Protocol) tS^WtfJ 0 ST ^tlX 

V^^-hS^- "2 1" M#ffl§ftTl^M£«§tl 

[0 0 27] IPV^WKtfc-o (Stttgftii 
cO^n-^VH PTYVXltm&miA 2 1 

E(;(i>f yf~^'y hW^&fitco B&rMfi i -> n* 
/UPTFWtU r 20. 1.1. IOj 
T^fLS(i*\ #S*4 2 107°74<-b I PTKl' 
Xt^-M^fTTUy-yg y ^SStMJE ) Offl. 
»-^*>*r t KfflJMOsK- b #^#ffl 0 ST «il> . 0 
2 7fc*°-b#^£#tf7°^<-b I PTKPXt/ 
n-K;b 1 P r b l^O*fJtS<7)M£fE1y HffMCM. 
TTU^-y 3 yfc UTe 1 ne t ^'ffiffl§tll>*§ 



3\ >fy^-*>y blIJjtO*°-b#^LT, S*At 
"10 0" . S*Bt "101" . lilT|5l«(CtTS* 
EC "104" tm*)^Xt>1\X\^h. S*EOJ;5t 
7'7 : \) 7"— i- s > ,t L T FTPu f£ffl§ill»*l^af?lJx. 
tfTelnet ( b "2 3" ) (dtfb 
T^-b#^- "1 04" . FTP (S*ffi^*°-b#^ 
"2 1" ) fc*fl/C#-b#f- "10 5" ^'M0STA> 

[0028] 

ftfc^NAT^I PVX^b—bT"«. T5-f<-b 

8*^7 7 -feX fc ^ 5 -TfftffiftOT^'ll^ flT t > 
£. ^nws>b7b>x£^|,^^7°7^-b 

rb^x^-fss^or^-tx^ r^^-br 

H lxX^WfS "OfOfflrBlT^jlfliitf 0 

u T74^-hrKyx^^-rss*^MDSTi>^ 

[00 29 ] ifc, NAT^I P-7X^y-K(4TIE^ 

1. T5^^-hTKyxffl^i±{i^timfi*t-i>r 

K P*£ISI£ffllf vC ^ifcft. 7° 9>f ^- b T b" ^Xi 

2. S4^DNStj;S^|frft?^#S(i, /n-^Vbr 

H^7.»^7°7-<^-brbyxffl^s*^i pt 

3 . yn-' wl.:'* Fl/Xi£?);P-j?^77^-P7F 
TYVxmfrt>?v~J\)VTYVXm^ I POglf^' 

^v^ftTCP3^^y 3 y&?Sl>c:t^T§^^ 0 
[ o o 3 o ] *mmtt±^z$mx%$titzi>cvx 

77^-F7FWJtf l>S*^}im&^ 
[0031] 

MT«$^l>mi^^-y b7-7t«L. ^OlSTt 

<o^>y by-^&*-rsiifi^gtfe^T, mcommm 

mmiTco * -y b 7- 7 KM-tS SS8*t#ft ^tut^m 

SMffi^afiggtMitttL^tfrtMiELT^a 
i-mmmmzMix 7 v ummmm eb*^-s# 

Si: . &i£ft£- h &ffSt^l»fflfl^^W§^ 

So 

[00 32 ] Z\,1X\ m2CD?4 7C07YUXXfoZ>T 
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3-~-7%%MT*hh.. FQDN (fully-qual 

if ied domain name : t\~-X F^, F >y F , V* A >%,(?) 
HoTlfEJc^l>*XFO£fj 0 www.fts.com^f) 

1 <7)?4 7<D7 F \s7,X-foh?'vi-r\)V7 F l/Xkttm 

^-F7FF-xS. 7'u~r\)V7YVxm$:mh~f. jl 
[ 0 0 3 3 ] *^0JT1±±fB^^I^-fS^i6 

A rcOT F UX$:^tlM^XMJ%£tl&M2C0* -y F 
y-^H^S^'yhV-^^fAtfcl^, MIS 

ftsa t nm^x^m-tim 2 . *s 
or f ^x^^i-sfficofflfi^a^ mm&2<&m^ 

D7F UxmmZfio - i: t^MSfc-ti ^7h7-?y 

[ 0 0 3 4 ] ; i T\ ilflilM^ 1 <z>*ll#8te . id 
T^MztftftyfitzW, 2 0)7 F Xfo h r 7 A ^~ 
Y7YUXk3---?%&MX°fo&, FQDN 

kmm^xmmi. m2 0)wm&m. w^o)W\ 
(fqdn) %<nt%Mz i mi-&Mmmm.0>mi0) 

TYVXX'fot 7 n n'/F7 F l/X t £ *f JfroltT *a 
U KT^S*^t}lfI^^§^^t(i;, 112 

1 , ffioiifi^om 1 c^a^&fc i';T7^X« 

5 i 5 lzLtlCDX\ 7u-)^)V7 F VXWm\X 

7yAK~h7v vx^mmmm^th z. t &x% 

4. 

[ 0 0 3 5 ] mz, ^wMxniMmmzmk-t&tzbb 
#y-F^-x--^=fc7b"i/x^^r-rs^n-^> 

7FF-Xfflfc. ^---^T^^7b"l/XS:^rrS7°7-< 
F 7 F F-Xfflh , Clilt OPhIT't- WSi-f Sill 
t7 F VXOM^It ff^ a 7 F F-X^tUMi; £1rf £ 
* «y F 7-?yXfACfc^T , MIE7 F F-X^tHM 

(i , frt 5T5 f 7 f ximzmt & #y- f 
ix. 3^-?%m*tf j §-ix i mi. frfE^n-A- 

)V7 F Uxmttzlim^ry A F 7 F F-XffltM^ 
§ tl^fi^fcti . Mi£^l> 7° 5 A ^- F 7 F UX £im 

ixm^a-ti . - k mmk ti> ^ -/ f v-^ > .x -f a 



[00 36 ] iiT, T5^^-F7FF-XffltM^-|, 
y-Ft*fLTi^---^^WT'*S, Mi.(f, FQ 
DNSWOSTSifctiO, T7^<-F7FF-X 

^x2~Ji)V7Yvxm^mh-f. 2-~-?%mw\j- 

XfflftCDDNS*r~^COVV~lZlimZtc^T7AK~ 
F 7 F P-Xfflffl^D N S^-Jmr yA F 7 F VX 

mmzmmx, c\ti^yu~^,v7Yvxm^^79^ 

xx% hko \z-ft Z. k t i "3 ^n-y^7 F F-x« 
>f ^- F 7 F Silt-|> ^ ^ 

[ o o 3 7 ] ±tz. ^wMxn±.mmwi%mi-&tzib 

7 Fl^Xfflfc . jl--^T"^V^7 YUXtt-f&TyA 
K- F7 F F^Xfflh . Wld^"n-A';P7 FF-Xffltfctt 
-&7F F-X^m^ff^ o m 1 «7 F F^gtlta t . fr 
3E^n-y n/F7 F FXfflfc tulST^ ^ ^- F 7 K ^Xffl 
> COfUtfc ifl> 7 F F^m^f ^ o m 2 0)7 F F-X^ 

Bissgfc£3rrs*>y hy^^yxfAtfcut, frig 

®l^J:VB2c7)7FF'X^ga(±, ^-tim^t 

¥B^^it-|> i 1 1 i 0 . iffe^n-y^r F vxm 
k. mmryA^-h^ v hV-tMkcomx. t-? 

[0 0 38] c\c\X\ ryAK-h7YUXtmX^ 
*7^3>k 7'n-';/ir f uxMPrcn? 

?tw,\amw,20)7Y ux^mmwmnmzm± i , 

H l ti i Um 2 D7 F F-x^gB^'Mi? * ;y 3 y(; 
ra-t^fri-x^ (V ••/•/) t^.lt-C. /n-A'/ir 
F UXfflfrt>7°?A F 7 FFXi^T CP3*^ 

[0039] 

MitT, ^"n-ys';kTFF'XT"l) l 9, ^2^7 Fix 
Xtit. Mitf, 7°7^<-F7FFXT"fcl> 0 
[0040] Hl(±. *^0J!o^ffeoB#J^lifi£M^S 

(i. S!S*A-D, B, DNSt-A'tl^t 

[0041 ] S*A, Bti. ;F-^A^^LT 

ffiStgiE^ilTfeO. 7°7-<<-F7FI/Xffl^ffi)3)c 
tf ^5. ^fe. JfcfcAKti. 7^^^-F7FFXfc 
LT1 92. 1 6 8. 0. imi^-ZtlX^h. — 
SS*Bt(i, 7°7^<-F7FF'XhLTl 9 2. 16 
8. 0. 2^#^-§tlTUl> 0 

[0 04 2] ;F-^A«. S*A, BP H 1t'V^-y F^Ik 
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is, ;l/-^A(;il /n-A>7Kl/Xt$)S, 34. 

5 6. 10. 4#tt$-S;fUCVv&. 

[0043] D N Stf-A(4. ^O-tf-^'^ITtS) 

2 kfiWDK S^-m* (|^tf 

-r) mbxitmxm^h^i^, zm&tm 

[ 0 0 4 4 ] B(4, , DPaKW «y h £fe 

&, ;b-^Bfc(4. /n-;^7PWtft4l 5. 2 

3. 1. 2fcim^t*Sswan. mbb. n 

i f . comm$tlt^J. 

[0 04 5] S*C, D(4, ;P-^B*^LTffl5t* 

92. 1 68. 0. 2&J:^*Xh£i: LTPC-B. 
home -a. c o m##5-3*VO>4 . £$3, *Xb 

[0 04 6] 02 (4, ^-?A£J;t>>-?B(7)pffl& 

A, B(4. I PgPl 0. TCPgpi 1. £fffl¥&8n 

2 . r 7 4 ^- h a^fWRfewsas i 3 , am^r? 
4 nm%wmm-jmm3 1 4 . ^ 5 - 1 p r 
v vx r~)vm 1 5 . aftstsB* ■ b ? x 4 1 p r 

h'l/-X/*-MX}tm 6. ;*jr>y MfeiSan 7, n*r 

•y vrnvmrcpa^isaymmi s. a 

fl^S*T K h*=fi^X-^ 3 ygp 1 9 t «fc 

[0047] zz\x\ ipauioii, 200/- kbit 

TCPWty-7 h£jl5lff-f-|>f£B£ffi-?TU£„ H|J 

I P7H^tJ:oTgSS'J3nS2o<oy-h*St 
feUTTCPA"t, b£IK*-f6. IPgPlO 

[0 0 4 8] TCPfJl 1(4, 2W7'J^h>' 
PeST'. ilfllrfT & 3 t^bffXTu b n/b-Cfc l> 3 * ? y 3 

?I*^Ofift^Silt-|> 0 2:i5, TCPSK1 1(4. ^fi 

[0049] 1 2 (4. DNS fc± S^fuM* 



=> a <>- vm% &m t raasi 3 (4. mimr^A k 
- v $m%ffimw-j mm 1 4 NSMHtftr n* 

[0050] mmftTyj ^~hmm%mmm~s<% 
mmi 4(4. r^^^-bsffl^^mw^-tf-^'tw-r 

5 (4. 7°5 A MHfcM-f S 7 - K fc aff-f l> Hfcffi 
J§t£ f 5 - I P T F LT ^ s „ 

[00 5 1 ] Jlfi^S*- y-b^x-f I PTYVX/ 

x~v<mm 6(4. gfiSffi*fcSfts*^r H iT"T-^ 

[00 52] ^•yh«SiMgPl 7(4. A-y-yMrftlf 

a y««i51 8(4. htejIgEl 7^SC 

[00 53 ] aft 5Ks*T K W/^ N ^rj'Vx-^ 
3>-iJ19(4. Notificati on^7^ 
itPACK^c«yb-j;s*jSLTiS©t4. fflft¥S2 

oi4. fcw&z-smmmx-fo 0 , I PSP1 0 
m&nmm^mix i pan oc«n„ 

[0 0 54] 3yy-^2 1!4. afi7fc7°7^^-bffl 
ffl*H9)S^1f--^fi«ia5 1 4 fcfcTL-ClffBfcSS-f SIR 

[00 5 5 ] 9ff. 03£#s§LT. 754 ^-MH£ 
«tl>iS*A//^]t: < ' / f -x- l-ffl(C»tSS*C(C 
M L-r7y-tXt§I^fS*!H^^Tffflt 

s, ^-yA^am^T^^K-MBffl^frft? 
^_y S - a i ii3 1 4 lt . a 3 t^-ti 5 &r-* 
^ayy-^-2 l ^^LT^iit-S. W^. afi*7°5 

4 h iBffl^fr^^-if-^ s'aiiii 1 4 1(4 . ei 3 

"f J: O ^T'lf H5 r *. home-a. co m// s w a 
n.mbb. nif. c o m j tf^MMlh 0 ^O'lf % 
(4. @4t*tJ:5t, ^^^il^fft, jg^ra 

ffeO. ^i<50MT"(4. *. home-a. com^S 
&m^tlfz&mXfo 0 . ifc, swan. mbb. n 
i f . c o m&mffi%\iV&b&ft<V%mffltf--'*<7>%, 

mXhh. r* j (474;L-K*-b£^L. ffit 

[00 56 ] SAiSC»*X h^T"fcl> P 

C-B. home-a. c o m^M^S^^^Srfi 1 
=Sro^^. ^AClMLTDNS query^l 
ft^-Si: (H3#ffS) . ;b-^A(4aft¥S2 0. IP 
ill 0. BitX. TCPgpi lSr^-LT^^r-^^S 

fit . smr^fflii -lut-- hziYix^mmm 1 2 



(9) 003-2 58838 (P2003-258838A) 



[0 0 57] <miffl& 1 2ti, £0 i 3 «££7°7 

f m&mm&m& 1 3 ^eii-f § 

ffl^luft?^-^ *££S5 1 4 <7)x y l- y £$i§S L . ^ <?) 
g*fc>f«fyf £xy h U^iifciiBU iy F Uj&tfiF 

1 2fcMLTfi*n^l> 0 xybijfr'ttt^^ 
[00 58] ^mffSftgB 1 2 (4. ffiStftemlBfcfcSgfT 

COftX F^(4 r swan. mbb. nif. comjf 

«l 2J4, H3«tJ:^ Jfcf, r swa 

n. mbb. nif. c om j (zMJfrf S7 FF-XSrK 

tzbbltZ^ DNS query for"swa 
n. mbb. nif. com" £ D N S -tfwHdtf t/t 
mmt&, ^SH, DNSt-A'KH DNS a 
nswe r : 1 5. 2 3. 1 . 2&gMZtlX<&Z> 

[0059] TYvx^mm^r^A^-ymmx 

Mfl£3l3il 7F^ri5. 2 3. 1. 2j 

jB*C«OIPTK^*rav^irfrSfcftt, DNS 
query for "PC — B. h o m e — a . co 
m" ^iMfl^S. 

[0 0 6 0] fc^T", /K^BCIl ^KTfcfrft 
IX^&CDX\ z\CD£5%r$\^foittffo^tzt%-&t,z 

(4, ^co%mmmi-& i PTFFx^gtL-aiji-f 

l> 0 v^^Kli, SSS^ctStfS I PTh'l/X r i 9 
2. 16 8. 0. 2 j ■mmZtl. DNS answe 
r: 1 92. 1 68. 0. 2tm&2tl&ZtiZ%h. 
[0 0 6 1 ] ZcokolztXWnZirtz^mccDl P7 

SftS. T7^^-hffl^lu»^'JSg|51 3(4. ^5 
-I P7KUX^S-I P7FF-X7°-/t^l 5*»6 
1 oK^-TS t i> M% Lfz I P7 F ^x^ffiofi 
fl£fi£ L Tffiffl § til, £ t SrfifciLi-S fcft fc: ^ 5 - I 
P7FF-X7°-;FgEl 5frt>*<oy§— I PTFFX£ 

filers. ^i^JT-a. ?'5-7Fkx r i 

0. 0. 0. 1 j #JKft3*i.4i:i:ifc:. ^'5-1 P7 
FF-X7-/FSS1 S^tfflftSiiSCifcfcSri. 
[0 0 62] ifi^T. 7°^ ^- bffl$B£mfi?&ffljeSI 
1 3(4. Ef#ttrs-I PTHl'X r l o. 0. 0. 



ri 92. 1 6 8. 0. 2 j ^@^f:LTi*ftW=, 

rs-i ptff-xt&i. r i o . o. o. li^mm 

mmximMthm^hh-h^xhh. %z\x\ *m 
mmmxn. -eoj: o^mmco^^mnitzMz. 

coT^J^-hTVUXbtem^&tyXAcDTy-f^ 
-YTYUX^ri-lPTVUXtLXmm-fllt 

[0063] ^ FT14M3?ffiffl$trO^^ 
77XACDI PTV\sX%m-I PTVUXkLXm 

mrnm^rn nn iptv uximm 1 o a 

iz^lX I P7KH r i o. 0 . 0. 1 j Sr^ffLT 
iUTF^-Xt LTaii-fSo ^ISH, I PTYVX, 
riO. 0. 0. 1 j ££Mft7b']^i;L-T-irtf;^ 
•y F(4gfl<0*fg^ LTfWilS Z b fcfc* . 
[0064]^:, TyJK- him&ffll&ffl%M 1 
3(4, iiflftSg*- y-h?x>f I PTb'l^X/^-b 

A. ;l/-?B, SfIS*-C"l)SS*At0I P7KU-X& 

r 1 9 2. 1 68. 0. 2//3 4. 5 6. 1 0. 
4 : ?? ; 1 5. 23. 1. 2 : ??//l 92. 16 
8. 0. 1:??;10. 0.0.1:? ?//Xj 
xyhVbLX£»Zti&Zbl,z%Z. %ti. IPTV 
uxizM< r ? ? j oatfMcti, ft^S^at i 

(4 r Xj ^, it. Sfl^lf^^ai>^t{4 rOj 

[00 6 5 ] !M5^#H3tT. TCP3^y 3 

;P-^At*fLT, S*C<7)2 3#*°-htOrHl 
tTCP^a^ya y^Sii-tSt^t, TCPOS 
YN^'yt-y&10. 0. 0. l«^-b2 3fCI 

fit-So y-x7f'n(i last^ti^ 

1 92. 1 6 8. 0. 1 : YY (SRC=1 92. 
16 8. 0 . 1 : YY) T"fel> 0 
[00 66] ;P-^At0I Pgpi 0(4, gfllf^ri P7 
F UXimU lOatlO. 0. 0. 1 Pm&$tiXV> 
here. TCPgpi l^L 

T , ^°7- -7 Mgjii? l 7 tfftl&t-S . 

[00 67 ] A°^r y hMkU 1 7 (4. fifi^S* ■ 

h^x>f i PTwx/ft-htimmi 6*«*sRL. i 
o . o . o . i t*f is-fixy f u zm%-f& . 

10. 0 . 0 . 1 # 1 5 . 23. 1 . 2 
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[0 0 68] ;^>y MsjigPl 7(4, ^^yhfflT 
CP3^ya yHSnP 1 8 (CM LT , 15. 2 3. 

1 . 2 £g&LT 1 9 2. 1 68. 0 . 2 fccDlUT'TC 
P y 3 y %WL-f& X o izm^tt o 

[0 0 6 9] ^y--y b$Kji§Rl 7(4, SYN^yt-y 
t^tLTV^y-X^-hTK^X (YY) fc, iift 

tetr-b (23) itmrnftm^ ■ y-b^x-r i ptk 

[0 0 7 0] Ay-.y MEjlfflTCPn^^^gy^agB 
18(4, 15. 2 3. 1. 2^-fXX^K'TC 
P3*?^ g y£TCPg&l l£:frLT«4't£. BH 
^'v- 7 hiiifflTC P 3 y 3 yf Slf 1 8 it 
/k-^BtSUTCP«SYN^7-fe-j/*l 0. 
0. 0. lW-b23l(SRC=1 92. 1 6 8. 
0. 1 : YY) lzmmi-&> ^iOlSm, ;P-^B*>6 

TSYN + ACKj fimm£tlX<&cr>Z\ 
iSfflTCP3*^^ 3 ytaa518(i, r ACKj ar/t/ 

-tBizttixmmti. ^-rnxx^^ 

[0 0 7 1 ] A^rvMSSfflTCPa^^H^ 

«M l 8(4, iil±Wi^J; 9;b-? b t«y6i£ 

§tl^3*?^gy£afl5fcffi*- y-h^x>f I P7 

b y-imm 1 6 tsif-ts . w-h , ; -/ b 

lEjifflTCPU^^vay^Iiai 8ii, TCPOiMff 

tc^- b t mmittf- h xh h ww t x x % , aftfts 
*■ y-h^x^r i PTKu*/tf-hfiy#gi5i 6ta 

Hrf & . ^OSH, ^tSLtxyh 'Jo r ? ? j #g 

i-rs b izmzztiz - 1 . 

[0 0 7 2] J**rv b&j&fflTCPrJ^^gy 

wsas 1 8 (4, afi^s^r b yx/^- b *^yi- 

>-g yg|51 91/ZMLX. ri 92. 1 6 8. 0. 2* 
— b 2 3#j JifNot if ication^'y-b- 
y(MSG)^ 15. 23. 1. 2<0sK-hXXt^ 

LT, ^-bwWOTCPn^y-ygy^iiifftS i 

[0 0 73] MimtQ^T b VX/X- b ^iyx-y 
3 ygP19(±. 1 9 2. 1 6 8. 0. 2<7)*f-b2 3# 
BtNot i f i cat i on^y-fe-y^ML, 

Notification^ ■yt-y'i^-i'BC 
ttLXmmtlhC\b\<Zts;h« 
[0 0 74] /P-^BOTCPSfl Hi, ^-bXXj 
:frl/C£fIUfcN otif ication^ >y 
^>y MsilgPl 7£*f l/Cfl&tH-*. A^y MkjUSI 



17(1 iHm^-bWW^^Mfi^iXT^^SYN, A 
C K \M0)9&m> ^vhX'hhfztb, m&Noti 
f i cat i on^y-b-y't^U, Ay-yMKl 
fflTCPa^ya y^Iiii 1 8 fclSI-f § „ 

[007 5] ri*rv\-mZmcvn*?*/sV i mM 
1 8(4, Notification^ yt-i^Z^ti 
tzTYVXb^~Ym^ {TYVXl 9 2. 1 6 8. 1 
0. 2«2 3I^-1) t^TC, TCP3^y 3 y 
£5fctf£« W*>. ^7MsIfflTCP3^y 3 y 
Wiail8(i, fKCWUTCPOSYN^7-fe- 
y'£l92. 1 6 8. 1 0. 2C0tf-h 2 3# ( SRC 
= 192. 168. 0. 1 : YY) NttftS . -tog 
St*Cj&»& r S YN + ACK j ^'}M}I§^T<l>t0 
T\ A^.y bfraifflTCP^y-yay^Siil 8(4, 

rACKj ^SSS*CtMLTiHmi-|.. "TSi:. S*C 
b)i~9B b com?? a y«&3^5 £ t t=5r 
6. 

[0076] ;t-^ b ts*c t y a y# 

StotfSfc , ft— *B(i, Notification^ 
•y-fe-^tjtftSJESf: LT, ACK/7t-y^- 

[0077] fcoiSH, ;i~^B^aft5feS*Tbyx 

/^-b^iyx-y 3 ygp 1 9 {±, S*C (19 2. 

16 8. 0 . 2 ) h 2 3#^gM^TI:fi*nt- 

SACK^-yt-y'^;t—^At;MLTiSfit-S 0 

[0 0 78] aj^T, )V-9B?)Wm%miTYVX/ 

*-b^rfyx-y g ygpi 9{i, *T3tt«i§^fc3 
*^y a yizM-f hr vumM&XVtf- hmmm 
fl^S* ■y-h^>fiP7H y x/*- bffiwgp i 
6 (cm LTfgffrf~i> . ap*> . afi^s*r k y x/*- 
b * rf y x - y g ygp l 9 (i . if tz tHi t 3 ^. ^ y 

ay^Mft^Tb'yxt^-b ( 1 92. 1 6 8. 0. 

2:23). y-xTbyxt^-t (10. 0. 0. 
l:ZZ),Notificati o >yt-y>'5i 

^ixT^fcTCPn^^yay^y-xTbyxy*- 

h (34. 56. 10. 4: WW) , jlfl^Tb'yxt 
( 1 5. 2 3. 1 . 2 : XX) , tS«ttP. 

y^mi-^y h u ■ y- b 

^x>r i PTbyx/^-bffi^iii 6i,zmzm\ 
[0079] mz. ;b-^Aofifi^s*r b'yx/* 

-b^rfyx-y g ygpi 9(±. bfeiUfflTCP 
n^^yayffagEl 8tMLT, TYVXl 92. 1 
6 8. 0. 20^-h2 3SM7)3^y g y^ 1 
5. 23. 1. 2<Z>!tf-bXXj&»£>34. 5 6. 1 0. 
4 Odf — b WW\OT CPa#y a ygEfeT'^S il 

[0 080] A°y-.y bfeilfflTCPa^^y ayffifgp 
18(4, "34.56. 1 0. 4 :WW; 15. 23. 
1.2: XX" LT. fifl^S* ■ ^-b-7x 

A I PTb y x/*- MXMK 1 6 L . ISit l> 
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x^iimzmfrtzzttzi') (06#§a> , aa§ 

ftfc A C K * >y -fe - VlZm- SS*Afc«3^i/3y 

1 9 2. 1 6 8. 0. 1 : YYfciV'l 0.0. 
0.1: 2 3T"feS^fcS:^mt-|> 0 
[0 08 1 ] A^.yMEiMfflTCP3*^^g>iPlS 
1 8(4, TCPSU 1 ZjtLX, 1 92. 1 68. 0. 
1 : YYt 10. 0. 0. 1 : 2 3 i: (DIBIT. 3*^^ 

3 y^agP18(±, 9ff, fi*AtSLTSYN + AC 
Kfc&fiU *«*fe£fcLT^*A3^i^§*i.T#fc 
ACK^gff-rSo S*Ai;;P-?Ai;<7)|iI 
Tn^^^ay^A^^ll.ifcfc^l. (H6#M) . 
[0 0 82] -trLT, AjrvMolfflTCPa 

^ 3 /sass 1 8 (±. am^s* ■ /- p ? x >r i 

p 7 P' W/^ hfiafSS 1 6 fcSiiS iiT u£xy P 
U r 1 9 2 . 168. 0. 2// 3 4. 56. 1 0. 
4:WW; 1 5. 23. 1. 2: XX// 1 9 2.1 6 
8 . 0 . 1 : YY ; 1 0 . 0 . 0 . 1 : 2 3 j ^ilfflt 
"177^^7 (x) ^A^y (O) tSS-fS (06 

[0 0 83] ;;t, Mimm- y-w*>f i pt 
Kixx/^-b^gpi 6tan$^Ti^xyb u 

(4. 07KitftJ:3K, ^ftffi*. 3QE«BSfi3fcI PT 

X , ^SflBMfift^- P , ^Sfflilflft IPT^X, 
^jgluiiflft*- P , £«iifl7c iprnw, sse 

[0084] r 5ffi^* j (i , ,i <7)MTi4 , ffi*C (7) I 
PTFlsZ ( 1 9 2. 1 68. 0. 2 ) TftO, -f 

- * «y P ±tets i-^T t c p 3 * ? 3 y *mrt & Mco 

[0 0 8 5] r^jgfJBlfiTT; i PTFl-Xj feitX rgg 
^*fl7C*°-Pj (4, TKl^X^f^iUfiTCl PT 

-?A<DlPTY\sXXh&34. 56. 1 0. 4fc, 

*°-p#^ww^m^i> 0 

[0 0 86] ^gf|gf|^iP7h'HjMl/ ^ 
SiBIlf**- P J (4. TP-' U-X£B8£tf«HI5fc I P r 

vuxtiivrnm^-h^xfoh, c\^mxn. 

-*B«9I PTVUXX'fol 1 5. 2 3. 1. 2 fc , # 
[0 0 87] r^g^iiffTni prp'PXj iiitf 

swjifiTc^- p j (4, TP vxmmcomim i p t 

*A»I PTP>XT"fcl> 1 9 2. 1 6 8. 0. It. 

p y k mmth o 

[0088] r^iijjMm^l PTFb-^j isitf 

sifting*- p j (4. TP vz$mm<?>m.m% i p t 



S — I P T P' l/XXfo I) 1 0 . 0. 0. lfc.*°-P2 

3#t^igs-fi>o 

[0 089] ^mm^y??} (4. SlSxyPU^'jl 
CD^tti "O" . ^nrcTrt&^fcJi "X" . -^jft^ 

Wmt^KXU&M^zte "A" fcfcs. 
[0090] &c H8^#H§tT. Iil±^MH(;4:-o 
t «4snfcT c p 3 / 3 y £ mm ix «/ p & 

Mimtf 1 0 . 0. 0. 1 : 2 3T"feO. ifc. )S 

mmn9 2. ies. o. 1 : YYt*4it*^ 

^"y^^^-Sflfc^^v P (TCP data to 
10. 0. 0. 1 : 23 (SRC =192. 168. 

o. i : yy) ) mv-? Mznhxmtztiht , !V 

[009 1 ] JP-^AOIPSl Oli, 10. 0. 0. 

1 : 2 3^'Siil^I PTP>Xfmi51 0 aCSfi? 

ivz^hzbup^. ztii&mL. Tcpgpi i^^l 

[0092]A7 7 PlsilgP 1 7 {4, aftftS* ■ 

p»>x^ i PTFux/tf-hGknmi ezmmixm 

XXPiJ ri 92. 1 6 8. 0. 2//3 4. 5 6. 1 
0. 4 :WW; 1 5. 2 3. 1.2: XX//1 9 2. 
168. 0 . 1 : YY ; 1 0. 0 . 0. 1:2 3// 
Oj aWRftSftS. *LX. mxyhVlzfflhZtiX 

\m i p t p v xio i. i/x- p wmx% no. o . 

0. 1:23*, 15. 23. 1. 2: XX^g^ftL, 

ttz. mmiti PTYvxtexxf^-vmmxfoh 1 9 

2. 168. 0. 1 : YYJ34. 5 6. 1 0. 4 : W 

[0093]A^ 7 Pfejlii 17(i^7 
TLft^vNS, TCPgpi l^LT;t—^Bt[ftj 
ftTiSfl^So ;t/-^B{4. )V~?Afrt>\m%tiX% 
tz^vhZ^mi. X~hXXltl!tLXm^L&. 

[oo94]A-y-7 hmm 1 7 (4. aft^s* ■ /- 

P^x-^ I PTPl^X/^-Pffi^gPl 6*^L. g 
ft -/ P izMJBti x y P u t* 4 r N u L L/ 

/l 0. 0 . 0. 1 : ZZ ; 1 9 2. 1 68.0.2: 

2 3//3 4. 56. 10. 4: WW; 15. 23. 
1.2: XX//OJ &JR#-f4o *LT, ^°/-yPIS 
SgPl 7(4. JX#Ucxy py^#itro^fi!fg£# 

UA7yf y nrtfflnS fcX l ^ 5 iifi3fe I P T 
K^fcittftf-hflNBT** 15. 23. 1 . 2 : X 
XS1 92. 1 6 8. 0. 2 : 2 3fc^&U jUMtc I 
PTP'P-Xfcj;W'^-P'[f|gT"fel>1 9 2. 1 68. 
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0.1: YY£1 0. 0. 0. 1 : ZZfc^ftU >^ 
[0 0 9 5] ^0|£H, SfcAj&^i^^flfc^-y h 

mz. S*C(±. SfiUc^yHc*rf 

l^iJjtfctf-bfcl 0. 0. 0. 1 : ZZt, it. 
jUMtcI PTH^.XiUt/*-b£l 9 2. 1 6 8. 1 
0.2: 2 3fcf&eU jlff-fSo =5r*5. 5*<I5fe I P7 
Kl^fcLTl 0. 0. 0. 1 : 2 3£Wf£<7)(4. 

Wf.c ifim lx \ ^ 75 a ^- b r k v xm<n\m ./- 
[0096] m%cfrt>mm2tit:'*'y -v Mi, a 

Bt;j;-oT^fI$tL. I Pgpi OtMLTfft*&$iil»„ 

1 PgP 1 0 (±, 10. 0 . 0 . 1 : Z Z j&igfiffnr I P 
TVlsAffimiOatZ.fffiZiVZ^lZtlpt,. Z\C0 
rtjryhiZmi* TCPgpi l^LT^-yMsji 

[ o o 9 7 ] a^t . y hmm 1 7 (4, ait^s* ■ 
Wx^ i P7i^*/*-M£ftS5i 6^«esuts 

TNULL//1 0. 0. 0. 1 : ZZ ; 1 92. 16 
8. 0. 2 : 2 3//3 4. 5 6. 1 0. 4 : WW ; 1 

5. 2 3. 1. 2 : XX/VOj iffl&Ztlh. *l 

■ y h -y r i tiT v > £ jifift I P T H KX£ J: t>" 
^-HfPTC'feS 10. 0. 0. 1 : ZZ£. 34. 5 

6. io. 4 : wwfcssau mmiti PTVU 

X bffi fgT'fcS 192. 168. 10. 2: 

2 3£. 15. 23. 1. 2: XX(;«fl>, SriJ, 
y ^ >y h cor- ^ ?7A to v !4ff fc^Jg L%v ^ 

[0 0 98]A"y- 7 h^ilii 17ii^7 ^O^JM* 
7U^y"7b^, TCP«1 l^tT/P-^Atlfi] 

tzr^ -y f^gflU *°-bWW£^LTSc^2>^, v\" 

^7Min 7t«ri>o 

[0 0 99]Ay- 7 MffeilS 1 7 J4, fflfl^S* ■ 
Wx-f I P7K h«J#»l 6£86RU g 

fiUc^vH^J^SxybUTTkl. ri92. 1 
68. 0. 2// 34. 56. 10. 4: WW; 15. 
2 3. 1. 2:XX//19 2. 1 68. 0. 1:Y 
Y; 10. 0. 0. 1:2 3//Oj *L 
T. ;^<yMK*a51 7(4. JK&UfcxyHJK***. 
T^l.fPB£#B§U ;^«y h^-y^"t#Jn§3flT^ 

&mimiprvisxt5£tf#-hmmx°fo&3 4. 5 

6. 10. 4 : WW£ . 192. 168. 0. 1 : Y Y 

Xfoh 15. 2 3. 1. 2 : XXI, 10. 0. 0. 
1 : 2 3£SdftU A' 7 - 7 b«f-^/7AlitIW 



fc, TCPiil l^LTS*At^LT}ifI^I» 0 
[0100] ^SH. S*C^iiM§;fl£^>y h 

a, Ty^K~hT¥ vnmzm-thmiMzmm-rh 

[0101] mz. 09fcj;V'01 0&#BgLT, TC 
Pa*? is a y£feT-thm&V>>miz^XWffi~t 
09£#HgLt\ ?I*ftO»fi£^ft(^ 

[0 1 02] S*A*^TCP3*^y g y^7« 
fcftKTC P©F I y-b-^* 1 1 0 . 0. 0. ICO 
^°-h2 3# (SRC=1 92. 1 68. 0. 1 : Y 

y) ^mm^titt, /p-^A(i, 23#^-h^^L 

XZ\(7)^-/^-iy^\t~th, 
[0 103] )V~?A<r>l Pgfll 0(4, gftL^A^y 

0. 0. 0. li^WmiPTYVXtimmOafo 

m&tix^&nx*. mm^^y htmmix, t 

CPgpi 1 ^LTA'y-y hfejiail 7(W§ 5 
[0 1 04] MsjigPl 7(4. ^^vMsjifflT 

CPr?^^^ 3 >-^aiJ18t, S^jfel PTKI^Xfc 
i^-b'Ufgj&U 0. 0. 0. 1 : 2 3Tfc"9, iMft 
TCl PTF^Xfci^-h'lt^l 9 2. 1 6 8. 
0. 1 : YYt*4TCP3^i/gyHF I N^y 

[0105]A77 MsilgP 1 7 {4. fififtS* ■ 
h^x-f I PTFP-X/*°-M£&gn 6*«@Rt, 3S 
fl^ I P7K h Xioi. lftf~ h Wmxfo 1)1 0. 0 . 
0. 1:23*15. 23. 1. 2: XXKSStftU * 

fc. Mimi PT¥\sxt5£v!#-hffimx$>z> 1 9 

2. 168. 0. 1 : YY£34. 5 6. 1 0. 4 : W 

cpgpi l *SiLT. ^-^Bt;ilfl^-|> 0 
[0 106]a77 h^m^T-t-S t , ;L—^Ato 

A^rvMKiSfflTCP3^^H>«9Sl 8(4, ilft 
TfeS*- ^'-b^x^ I PT^^X/^-bfmgPl 6 
*«BRL, S^jfel PTK^tij:^-hA*34. 5 
6. 10. 4 : WWT&O, i*ft7C I PTVUX&XV 
^-H''15. 2 3. 1. 2:XXtfti3*?J^3y 

[0107] /l—^B(4. Aj&^iUfiSfut;^ 
-yb^^-bXXSr^tT^It. ^ >y MKiUSP 1 7 

ttti&^-s . v h mmm 1 7 (4. s*ft5fc iptku 

Xfeit/^-b^l 5 . 2 3. 1. 2 : XXT'fcO. ii 
ffTCl P7 K^tSitX^— b*«3 4. 56. 1 0. 
4 ^T'MTCP^^yHyHF I N^y-fe- 
Vi&Wtfc^ t y MSSfflTC P 3^y 3 y 

i^iii 8 taa^i> . 
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[oio8]^. y hwm 1 7 (4, afi^s* ■ y- 
Wx>f i pti* h«j*aii ezmmi. m 

flftl Prh*^fcitf^-hf|f8T»Sl 5. 23. 
1. 2:XXSrl 9 2. 1 6 8. 0. 2:23£3S* 

5 6. 10. 4 . WWJ 10. 0 . 0 . 1 : ZZfc^ft 
L, A^. / b^f-3'/7^!ifi1i'f{:, TCPg&l 

[0 109] -f-LT, ^y--y MB&fflTCPa*?^ 

y«^i 8(4, am^s* ■ Wx>r i ptyv 
him?$ 1 6 zim i . mm& iptwx- 

tf~hPlO. 0. 0. 1 : ZZtl)l mUTCl PT 
KI/X ■ jK-htfl 92. 1 68. 0. 2:23T"&& 
3^y 3 yK^F I Nt^-fSACK^-y-b-^' 

[0 110] I^T, S*C(4, ^-^BA^&jlSft 
fcFIN^y-t-^'SSiL, *«9|EST<&4TCP<9 
ACK^7*-y*10. 0. 0. 

(SRC=1 9 2. 1 6 8. 1 0. 2:23) NBftt 

& 0 

[0111] /L--?B(4, S*Cj&>^i£tl/tA°y--y 
h^-hZZ^LTgflU ;^>y M&iMSPl 7fc 

s. ;^«y Mfs^gpi 7 {4, mimiPTVux 

tiXTftf-htflO. 0. 0. 1 : ZZT'fcO. iSftTC 
IP71*U.Xt5j:tfcK-h#19 2. 1 6 8. 1 0. 
2 : 2 3ftSTCP3^s/gyKACK^7-b-y 
#J'J* bfc - i: v MsiMfflTC P 3^y g yf 

[oii2]A"t7 Mesas i 7 (4, iifi^s* ■ ?- 
wx^ i ptk bftftati 6£8bru m 

imi PTFUZtjXXftf-hfflSrCfoZ 10.0. 
0. 1 : Z Z £ 3 4 . 5 6 . 10.4: WWtfl L , 
mim I PTKl^fcilW-MflWCifci 19 2.1 
68. 10. 2:23 £, 15. 23. 1. 2 : WWfc 
^JtL, A^ 7 F«f-^?7A|«ft, TCP 
Si 1 S^LT^-^AtiS^-i. 
[0 113] -frLT, ;^>y MsifflTCP3^y 3 

y^aan 8(4, am^s* ■ /-Wx^ i pthp 
x/x- ywm 1 6 t©w §iiT i ^ ns-f §x y V 

U r N U L L// 10. 0. 0. 1 : Z Z ; 1 9 2 . 1 

6 8. 0. 2 : 2 3//3 4. 5 6. 1 0. 4 : WW ; 
15. 2 3. 1. 2 : XX//Oj KUlfP^^'Sr 

r affi^ j <?mmfrt> r -*^j ^^-t r Aj t^jg 

[0 1 14] <eo|£|l, 3f§3fcCfc^— *Bfctf)|Bl£):3* 
? y g y^'O n e - w ay Connection cOtt 

[0 115] ^>yMsSia517(i, i£ft5fcl PTHU 



Xfcj;^-b^3 4. 5 6. 1 0. 4:WWT"£> I 9, 
S3Hi7Cl PTKI^tSitfcK-btfl 5. 2 3. 1. 
2 : XXti5STCP3^y 3 yKACK^7-t:- 
yB'IfLft; fc , y M^ifflTC P a#y 3 > 

f^is^aa^ 

[oii6]A"y-7 hmmm 1 7 (4, aft^s* ■ ^-*- 

h^x^ I PTKl^X/^-hE^l 6£8$SU il 
MSfcl PTK^Xfej;^-bffi|gT-fel>34. 5 6. 
10.4: WW£ 192. 168. 0. 1: YYKSSft 
U jlfljc I PT\ : ]sXt5j:V#-hfim'C$>& 1 5 . 
2 3. 1 . 2 : XX£. 10. 0 . 0. 1 : 2 
U A^^of-^'^liSftW:, TCPgpi 

i^LT^*At}ifi-ri, 0 

[0117] LT, A^. y M£jIfflTCP3*?y 3 
/ffigpi 8(4. afI5feS*- y-hv*4 I P7FU 
x/*-h«f#3lll 6tfStt§iiTv^fIS-fl»xyh 
'J 4 92. 1 6 8. 0. 2//3 4. 56. 1 0. 
4: WW; 15. 23. 1. 2: XX// 1 9 2. 1 6 
8. 0. 1 : YY ; 1 0. 0. 0. 1 : 2 3//Oj CO 

mm^y??* ^mrnm j £^-r r 0j *»t r-^ 
i*i j r Aj (;«fs. 

[0 118] fcOfSH, )V-?Bt)V-9At5£X/)]r- 
^At^mAt(0mc0a^^ a y^One-way 
Connectio ncomSt&£ , 010 £# 

[0119] »*C*»feTCP3*^j/gy*iftT'tS 
tfttTCP»FIN^7-fc-^10. 0. 0. Iff) 
*-hZZ#(SRC=1 92. 1 6 8. 0. 2:2 

3) ^mmzti&t. ^-^b(4. zzmx-hZfti 

[0 120] >P-*B<9I PgEl 0(4, SflLfc^-y 

0. 0. 0. l&gmffllPTVlsXffimiOaiiZ 
tmZtiT ^ S COT, Sfl^fOv N°y- >/ b t flllr LT , 
TCPgpi l^^LT^°v--/MS}IgEl 7tffi*&-fS. 

[oi2i]Ay-7 hmmmi 7(4, ^°/v meM^t 
cpn#y 3 ymmm 1 8 1, mt% ipty vxh 
s.vx-Y'mtf 10. 0 . 0 . 1 : z z-ch 0 , i*ft 

tcI PTKl^Xfci^-K-Mffg^l 9 2. 1 6 8. 
0. 2 : 23tJi4TCP3^j/gyHFIN^7 

[0 1221A77 1 7 (4, aft^s* ■ /- 

b^x-^ 1 PTwx/K~ummi 6^^l, m 

fflcIPTVUA&XVtf—hft&C&llO. 0. 
0. 1 : ZZ* 34. 56. 10. 4: WW(;^jiL, 
iSftTcI PTH^tJ«J:tX^-hfll«t*S 1 9 
2. 1 68. 0. 2:23^15. 23. 1 . 2 : XX 
t^SU ^°y--ybcOT-^^9A(4SSit-rt. TC 
PSP1 l^gEtjLT. At-fAHzmmtZ. 
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^y->y biKjifflTCP3*?^ g yifggBi8(i. aft 

ztmL. mm?ti PTV\/xi5£x/tf~hi>n 5. 2 
3. 1. 2 : xxt&o, mmmi P7FWfcJ;^ 

-h#34. 56. 1 0. 4:WWT'fc§3^y3y 
*»^F I N^7t-yW^^ -y-b-^C** 

[0 124] /L--^A(4, )V-9Bfrt>mm%iitz>Vr 

■y h*#-hWWZjYLX%mL. A$r«y 7 

1 PTh"UXfcJ;^-b^34. 56. 1 0. 4:W 
WT'^D, SMflTGl PTKPXfcilAtf-bj&U 5. 2 
3. 1. 2:XXTft4TCP3^j/a>'KFIN 

* vfe-y«tu^ t £r^>y mmmrc pa* 

[oi2 5]^ 7 h^mm 1 7 (4, afift^* ■ /- 
n^x^ i ptk Hasan 6£«bru m 

flftl P7KU*fc±tf#-Mftll'C*434. 5 6. 
10.4: WW& 192. 168. 0. 1: Y Yfc^#| 
L , iiftTC I P r H y X£ J; V'*- bimvfo hi 5. 

2 3. 1. 2 : XX£10. 0. 0. 1 : 2 3t3S)t 
U A°^^b<7)T-^^7A(4^^-ft s TCPg&l 
1 & it iX^ir . y h £^*A t&fitl . 

[0 126] ^LT, rttry MwifflT C P a*? >> 3 
VSaiSl 8(4, ilfl^S* ■ y-h^x>f I PTKU 
X/*?- hftftSB 1 6 Ztm l , iiflft IPTF^ 
J;^-f4 J 10. 0. 0. 1 : 23T*9, SfiTGl 
■ — T-3&*1 9 2. 1 6 8. 0. 1 : YYT' 
iSn^ygyHWF I Nt;SnACK^7t- 

[0 12 7] SSS*A;6^F I N^.y-b-x'tM-fSje§ 
tUTCP«ACK^7-fe-y*'10. 0. 0. 1<9 
^-F23#(SRC = 1 92. 1 68. 0. 1:Y 

Y) j ^ilflSixSfc, /t—?A(4,Iii£5SfIU 
■y Mffc^l 7tf*^-fS 0 

[0 1 28] M/.y M£jl§f51 7(4, ilff^I PTVV 
ZtSZVtf-hmmtlO. 0. 0. 1:23^0, 
SMflTC I P7^^i^-Mfi^ 19 2. 16 
8. 10. 1 : YYfc4TCP3^i/ayHACK 

* v-fe-^ij* Ut^l fc ^y^.y ME&fflTCP a* 

[0 129]A'y-7 MsSas 1 7 (4, afi5fciffi* ■ 

wx>f i prK^/^-bffi#aii 6£«ggu m 

flit I P7KW*$5,£tfcK-hfllfB'C*S 1 0. 0. 
0. 1:23^15. 23. 1. 2: XXKSQfcU jI 
flTCl P7^yx£il/*°-tfif$rC'fcl> 19 2. 16 
8. 10. 1 : YY£, 34. 5 6. 1 0. 4 : WWfc 
S8ftU ^^vh«r-^^5A(^Sft-^t:, TCP 

ssi i itftLxfr-tmzmmth* 



[0 130] -f-LT, A"y- 7 MIfTCP3^y 3 
y^JIgUl 8(4, MfI5feS*- y-b-7x-f I P7YV 

U ri 92. 168. 0. 2//3 4. 56. 10. 
4:WW; 15. 23. 1. 2: XX// 1 9 2.1 6 
8. 0. 1 : YY; 10. 0. 0. 1: 2 3//Aj £ 

[0131] ^MH, «*A A fccDfttoa* 

9 1/ g y^'O n e — way Connection COtfz 
W&)*t>C onnection Close COtfMlZti: 
S„ It, /^AW^7fgifflTCP3^^y 3 
y^fiSP 1 8(4, &m¥ffl IP7F y^ffiMP 1 0 a 
(;, iy h y o^Sffi}Ifi^ IP7K yx(:fa©£ixT 
SP*>, 10. 0. 0. lOgfttf 
ih£S!*nU rs-I PTK^XT-;^l 5t^S- 

[0 132] ;t-^B(4, fr-f Afrt>mm%tl&*? 
vhttf-hXX&ftLX&mL. ^yh^m^l 7 
Kttte-f 6. y^-y MEiMSSl 7(4, ilflft I P7KU 
*$3±tfiI?-MfltRj&*l 5. 2 3. 1. 2 : XXTft 

0, mufti prHu^*5it/^-M*ffi* t 34. 5 

6. 10. 4 : WW7*6TCP3^j/h^KAC 
K ^ «y -fe- S;*^t» LltZLtirty-v MSilfflT C P 3 

[0 1331^7 hKiigP 1 7 (4, aftftS* ■ 
Wx-f I P7K 6£*@SU 51 

ft$fcIP7h*U*fc±tfctf-M»»C&41 5. 2 3. 

1. 2:XX£192. 1 6 8. 0. 2:2 3tSSt 
L, JlflTCl PTKU^fei:^-MffBT*>S34. 
5 6. 10. 4 : WW* , 10. 0 . 0 . 1 : ZZtf 

mi. rt*rv b(7)T-^^7A(4^-^1 i (;, TCPgp 

[0 1 34] f LT, A"y-7MMTCP3^y 3 
y^IISPl 8(4, afl^S*- y-b^x^ I P7FU 

x/x~b$mm 1 6 tfstts ^itv^iis t-^xy b 

U ri 92. 168. 0. 2//3 4. 56. 1 0. 
4:WW; 15. 23. 1. 2: XX// 1 9 2.1 6 
8. 0. 1 :YY; 10. 0. 0. 1: 2 3//Aj £ 

[0 13 5] ^SS, «*Cfc;P-^BtsitX;t— ^ 
Bfc/t— ^Ai:<7)r^<7)3^^y g y^'O n e -way 
Connect i on COffi^f)* ^Connection 
C 1 o s e<7)ffi&bZ%:&. mz, ;h?BW^7 t 
KiSfflTC P3^y 3 y^HgP 1 8(4, SfHtnT I P 

T K uxffijfgp 1 0 a , x y b U o^SfI}ifl7C I P 
TVUXt,Zim$tiX^Z>¥$.-7VUX, BP^, 1 
0. 0. 0. l^Sfl^^aat, /5-IP7FU 

[0136] bULOmmiZ*. 0 , -H.5li§^3^^ 

y g y^7^i>-fc^t^i> 0 ^t. Hi l^i 
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#01 2£#8SlyC, TCPa*?isaytfflt>fr(7)m 

i. 

[0 1 37] @1 111 )V~9Ab)V~9B<7Mcr,z\^ 

9 y a ytmmifzt^iz&fmmmmiz^xmm 

^fhmffoh. Z<nm&ii?£o£.. )V-9Ab)V~9 
Bcomcoa^? y 3 >twm-t& t , ;^aotcp 
mi liUlX/L—^BOTCPgpi Hi, 3*^ g y 

[0 138] a*?i, a y<7)im*tilliiLtul>-?A<7) 
Tcpgpi la. WBf§ti^3^^v 3 y^MSffi(^- 

ttn* y mmmc pa^y 3 yira^ 1 s 

[0 13 9] ;hMW^-y bfiifflTCP3^y 

ffiflftS*- ^'-Wx-f I P7HW/ 
*- f- ffiME 1 6 £ «@g L . MJ^xy h y w "a 

flt^77?- **7ti-4. "SlffS*" 7^ 

K^'NULL T1i&^ i t ip$> , § £#'T C P £± 
ttWKffii L£ 7 - K Xfo & z\ i: L , 9 B CD 
jtf-T*XXfc<9|SJT, TCPa^s/gySiitSJ; 
3£TCPiSl lC^fS, 
[0 14 0] ^§H, TCPtll Hi, JV-JKltZft 

IX 3 y s y i fcfttT c p o s y n * v 

■fe-i^SlS. 23. 1. (SRC = 

34. 56. 10. 4:VV) N&ftt*. 

[0141] ^ts, ^-7Bxii, ^vhmmm 
Tcpa*?is a ymmi 8*«TCPisi la^stt 
m^tzT-?z*-tix. iifi^Sffi*- y-h9x-i 

xyh'jto "ffiflif^^"" £*7fc-f& 0 

E#T C P *±famzm<L LtzJ-YX'tc^b^T^m 

[0 14 2] ^LT, )V-9B\<Z)V-9 Afr^WMZK 
ftSYN^7-b-^S<L /l— ?BJi, SYN + A 
CK^«yk-j;*;P-^At*fLT^fi-rS. 

A^Ai^i, ACK;*y^-y>3©l£;fU £ 
tli^CD?^^^? y a yiM&fcSL (Re-estab 

1 i s hme nt ) %tl& 

[0 14 3] /l/-*Afc/l/-*B«9|B|«93*?>'Hyj& 1 
;l—^Ai±;l/-^Bt^tTmr34<7)^ 
^fc^ft^ Notificatio n^y-fe-a^SS 

[0144] Notificatio n^v-t-^JS 
fit^^-^B(±. Not i f i cat i on^-y-fe- 

^'tdtf SACK^satL, sutstss* ■ y-h^i^f 

I PTKl-7./^-bft^l 6<7)MJt5-ri»xybU^ 

^SIuilfl7U^-b^fTtU^-b#^ (VV) 



[0 14 5]-*. /k-?Aii. ACK^y-fc-^g 
flU jlft^S*- y-h^x>f I PTKVV^-b 
SJtat 1 6 <D*«?f § x y h u <0}!fI«£}!fl7C*°- 

h^Lv^-b#^ (vv) izmmt. mmmyy 

[0 146] Rh^atiO, /L—?A£/t—?BC9 
mcoa^t y a ytftmZtttz^Xii. a^y a y 

[0 147] f B tS*C t «rif)3^^ y g y^' 
ffl^OKHT'-OTrf 2. t . )V~ 9 B tOT c Pgfi 1 1 # 
z.ti*Wtth. jp-^botcpsi m, «£ix 
^=J^^y 3 y^MSffi {)V~9BtmiC) <n*tL?ti 
an P7KHi^-hSf^^. y hfeilfflTCPr? 
^yg yfasu 1 8 t«rr i, . 

[0148]^ 7 MSilfflTC P3^y 3 yfflfgp 

I8ti. tcpspi l^iias^r-^^-fcL 
fflfi^s*- y-h^x-f i PTKyx/^-hffi 
fifSU i 6 * «tes t . tftassm^x y b u <7) " fifil^7 
7/" **7ti-4. ifc, S*co*r-h2 3#tt0 
isrc, TCP3*^>'Hy*ftii-4i'5t, Tcpgp 
1 1 t^-f s . 

[0 149] ^S*, ;l—^B^^S*ct;MtT. 
TCP®SYN^7-b-J^19 2. 1 68. 0. 2C0 
4f-h2 3# (SRC=1 0. 0. 0. 1 : UU) s\M 

[0 150] -fhb, 5is*C(± s I(0SYN^7t-y 

* Sfi t . «y -t - yxh ssyn+ack^-/^ 

-y^/V~^B^btiifI1-§« S*C*^i?)SYN 
+ ACK.X -y^-y^^flL/i/k-^Bii, ACK^ 7 

■ f~ v 7 x >f i p r k yx/^- n fmsp 1 6 

(UU) tssg L . £ tz . ffifllf 7 7 ^ yeoman 

[0151] iiLh«Mfc i )V—9Bb m.C t CO 
IS<93*? y 3 y^'M^^JKHt J: «Ltl& 

t^S. =5:ti. /P-^AfcSg*A^I"CTCP3^^^3 
y^M^^MHT«§^^i^«tfIIB^aSr 

[0152] m&z. miizmmLtzntmBMizti^ 
xmnztimm^tiiz^uxyv-i-^-hitmm 

LxmW~t$> a Hl3(i. H2(;^^luft?Wi^ 

ff§ tti. ^ a {za ft h mmnti £ &mt %> ? 

n-ft-btftS. :«7n-ft-Ml ;P-^A 
0. OTT(i. ;t—^At^Mft?^* rpc-B. h 
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o m e . c o m j mm Lt^Jitfff T»f 

5. 

[0153] Xf77S 1 0 : ^flSl^gUl 2(4, 
A36^iMfi$iifc^BiH!¥^*T*5 r PC -B. ho 
me. c omj S:}IfI#f52 0, IPSKhtSitf, 
TCPgpi HtftLX^it'fh. 

[0 1 54] Xf77Sl 1 :£f|JS&g|Q2f4, ^ 
>f ^- I- S^fuM&W&IE 1 3 

I. 

[0 15 5] Xf77S 1 2 : TyJK- hffi^Mft? 
;«§fll 4£f^U r^^TKl^x^xyb y# 
L/;^tli7f7 7s 1 4ta», %iiW\<n%^z 

!Wf77S 1 3tjttf 0 
[0 156]7f77S13 : £fflj)¥&g|S 1 2(4, 

7T77S14: 75>f ^- hffl%£M»?ifc«£gB 1 3 
(4, /J/— B ( s w a n . m b b . nifty, c o 
m) cniPTYVXi A';l/ffl_homS« D N S -tf 

^ ibiv s x o mmmNmti . 

[0 15 7] Xf77S 1 5 : 7°5M MPBSftMlW 
WPJSiS 13(4, DNS -tf-v £588 ZtlXZiZ |B]V * 

(is. 23. i . 2 ) rmimm o , i p 

ill 0, TCPgtfl 1, iijtf, £fft»$g|51 2£^L 

[0158] 7f77si6 -.ry^^-hmumm 

&ffl£3Sl 3(4, ^fIS*B (PC-B. home- 
a. com)«IP7KW*15. 23. 1. 2 (/P 
B ) fcffll v^trfrfi i 3 ^HUif^gP 1 2 t^-f 

4. 

[0 15 9] 7T77S17 :T74K~hMm%mM 

11(192. 168. 0. 2)£»ff#&2 0, I Pg(5 
10, TCPill 1, fcitf, ^ftWiSU 2£^LT 

[0 16 0] 7f77S 1 8 : Ty-tK- hlB^fuft? 

fiEo^"s-i ptvux t^uif, 10. 0. 0. 

1) SriitKU f«7^7^/5-IP7Fl/X7- 

[0161] 7f77S 1 9 : hffl%£ffffif 
^iJJggPl 3(4, S*At;^'S-OI ( 1 

0. 0. 0. 1) *%fflmm$e>mbLxmm- 

4. 

[0 16 2] 7f77S2 0 : TyJK- hMUZmM 
^iJSgPl 3(4, ^S-I PTK^^jifi3ferb"^ 

x ? iz&mm 1 p 7 h y x^mk 1 0 a t&sct s . 

[0 16 3] 7f77S2 1 : T?4K- MH3S£hoS? 



3(4, «fl^*- 7-h7x-{ IP7KU 
X/^-bffif§gPl S*B, ;P-?A, 
B, HXU, mMA(T)^fi^fi(r)iVTYVXb, 9^ 
-I PTKyx£xyHJfc LTSfi-fl>o (ML, fflft 

[0 164] HI 4^#PStT, TCP3^?y 

<7>§&BJ!T14 , )V~ 9 A t 9 B <7)fajT"T CP3^y 

^Atag*AA>/?,j*^5feI P7t ; l/7#1 0 . 0. 0. 
IT'feD, Mft5fc*°- h^'2 3#T"fcl>TCPOSYN 

[0165] 7,X'y7°S30 : fU~9AC0l Pg&l 0 
(4, SUlfF^ I P T K y XfmgP 1 0 a £#Bg U IP 
71^7 rio. 0. 0. 1 j immhX^h^bfr 

^;^7 h^fiu TCPiii i^lta77 

[0 166] 7T77S3 1 : ^°7">y NKSgPl 7(4, 
affile* ■7-f7x^IP7H h f&^gfi 

(4 , m\mm. -y-wx>fiprK w/^- h « 

ErSl 6£*@|SU IP7KW10. 0. 0. 1j&\ 
IP7KU-X15. 2 3. 1. 2CDm&%;lZfo&ZtZ 
tittiStl. ttz. ^7)fe£, £T7)*°-hffi?g7)xyh 

[0 167] 7f77S3 2 : ^^7"'y MfcjMnftl 7(4, 
A"77MEjSfflTCP3^y 3 yfIil 8t^L 
T, IP7KK715. 2 3. 1. 2fcIP7FUXl 
9 2. 1 6 8. 0. 2«:TCP3^;y 3 7«4 

[0 168] 7f77S3 3 : rt>r v hteilfflTC P 3 
^^ygyflill 8(4, IP7FU715. 2 3. 
1. 2C0^-hXXfc^TTCP3^^^ 3 y&i|S: 

HZ X 0 , )V~ 9 B i: 9 A fc c?) r H 1t" 3 * ? ^ a y j&*5g 

[0 169] 7T77S34 : MjlfflTCPa 
*?>-3 WagPl 8(4, 7f77S3 3(;fcV^T?li 

$ tut 3 * ^ is a y tzmtz t c p oMfijc inm^ 
-h (wwfcxx) zmmjt^m ■ y-vo^A i pt 

Kl^x/^-bfmgPl 6^M^|,xyhUt»#3A 
tf. 

[0 170] 7777S3 5 : v\°^r.y MsilfflTCPr? 
^ya y l^il 18(4, 5ift5feS*7 b* V X/tf- h 

^rfyx-y 3 ygpi 9t, 192. 168. 0. 27) 

# , -h2 3#tPg-fl.Not i f i c at i o nyC'y-b 
-y*£l5. 2 3. 1. 2^^-bXXtMtT, 

Mwotcp^^ y g y^^Sfit-S =t 3 t^-f 
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5. 

[0171] Xf77S 3 6 : fiff^*T VVA/X 
-M-3'yx-y 3 ygfll 9(4, 1 9 2. 1 6 8. 0. 
2tO*°-h2 3#fcPtfl>Not if ication^ 
•yt-y^l5. 2 3. 1. 
WOT CPa^yg y^^ilfl^S . 

[0 17 2] Xf77S40 :Ij#U^f77S3 3 
OJUICIo'^T, /l-^Bt;iJ^Ti), TCP 3*? 

[0 17 3] Xf 1 : TCPgtf(4, xK-fXX 

TgflUfcNo t if ication^ -y-t-y'SrAy- 
■y MEiHSPl 7M£*&-TS. ^LT. ;^>/MBt&l 
7(4, jlff^-bWW^A.ilfl^ilT^^SYN, AC 

Ki^h«0g%JW>!^r>ybt»*5fc«), ^il^Not i f 

i cat i on^7t-y'h^U, -A°^-y 
TCPa^yg y^Iil 1 8^Wfl> s 
[0 174] Xf77S4 2 : A"$r.y MffcjlfflTC PrJ 
y- 3 /ffSnP 1 8(4. Notification^ 
•y^-y't^il^TbyX^-b (19 2. 16 
8. 10. 2«2 3S) t^t, TCP3^y 3 y 

[0 17 5] Xr'y7°S4 3 : MSSfflTC P 3 

#ya Vfl^iiS 1 8(4, ilfi^S*T K b 
W«/l-j/ g ySl9t34. 5 6. 1 0. 4?)*- 

b ww^a c k * vti-vzmtth x o izm* I . 

ilft5feS*T b'yx/;tf- b ^dyl-yg y& 1 9 £ 
iO. M^§ftT^I>TCP3*?y g y£^tyT 

[0 17 6] Xr'yTS4 4 : MmfflSfaTVUX/tf 
-b*=fyx-y g yg|Sl 9(4. «43*l£TCP<Z)g 
fijfer (192. 168. 0. 2:2 

3) , V-XTb* b (10. 0. 0. 1 : Z 

Z ) , Notification^ >yfe-^jI^ilT 

ICTCPn^yg y«y-xr HW, t b ( 3 

4. 5 6. 10. 4 : WW) , jiff^T b yxfc*°- b 
(15. 23. 1. 2 : XX ) , tsitf, :*y<9SHIff 

nj7 ^ /£ ^rr s xy b u & ait^s* • b ^ x >r 

I PTFkV^MSSil 6 01 5(0 

( l ) tSttr. 

[ 0 1 7 7 ] M^T. Hi 5 ^#BgtTJ^Lh^!!a<7)g 
#(;OUTIM^I> 0 Xf"y7°S50 : ;b-?A<7)iIf| 
5feSSS*Tb*UX/^-b^^^x-^a y»l 9(4, A 
/vb$KSfflTCP3^y 3 y«;g|r|S18t. 19 
2. 16 8. 0. 2^-h2 3#V)3*;j/3y 
j&\ 15. 2 3. 1. 2<5DxK-bXXjtp£>;K-bWW<7) 

[0 178] Xf77S5 1 :A^ 7 htIfflTCP3 
y g y^ggp i 8 (4, fflfl^S* ■ b >7x >f I 
P7byx/*-bfm§Pl 6£ "34. 5 6. 1 0. 
4/WW ; 1 5 . 2 3. 1 . 2 : XX" LT^ 



gtL. d^j*flS*tlfctOTC P3^y 3 y# 1 9 
2. 168. 0. 1 : YY, 10. 0. 0. 1 : 2 3T" 

[0179] Xx'yTS 5 2 : MsilfflTCPr? 
^-^ygyl^ill 8(4. TCPgPl l^LTl 9 
2. 168. 0. 1 : YYfc 1 0. 0. 0. 1 : 2 3 fc 

[0 180] XT77S5 3 :A7-yMsIfflTCP3 

^ygyf^au 8(4. fifths* - y^-b^x-^ I 
PTh'^/^-hftfifgPl 6tafi$3flTU!>xyh 
U ri 92. 168. 0. 2//3 4. 56. 1 0. 
4:WW; 15. 23. 1. 2: XX// 1 9 2. 1 6 
8 . 0 . 1 : Y Y ; 1 0 . 0 . 0 . 1 : 2 3 j COfflflfF 

[0181] lil±«®at i 0 , !V-?At )V-9 B fc 
COPalt PCT3^y 3 yiMiVth Z t tf^mztj; 
£. H16^#EEL. JiLh^io^atioT 
itiSfifc T c P a * ? y 3 y £ fflffl t t At" >y b 
: , ' / - Ay, ,'iini ; ;:, /./ 14.TT14, * 

[0 182] 7f77S6 0 : S*A^/b-?Afc, 

iift^TKyx^T o. o. o. i-c&o, ssm 

^-f^2 3#tl>STCPWDATAA77 b#S'J 
[0 183] XT'y7°S6 1 : /b-^AOT Pffll 0 

(4. io. o . o . i i p r Yvx&mm 1 

0afcfi»§*lT^*Jt«>K£*l.£gmU TCPgpi 
[0 184] Xf77S6 2 : A^-y MkjI^I 7(4. 

mmmi /-b^x^iprF yx/^- n ft^gp 
i 6*^l. }ifi^i ptyvx ■ x-vmmvfoh 

10.0.0.1: 23^1 5. 23. 1. 2 : XX 
l-C. mtJt I P7 ■ K-VmMX-foh 19 2.1 
6 8. 0 . 1 : YY& 34. 56. 10. 4 : WWtf 

ML. ^7f«f-^/7A(H«iittl.. 

[0 185] Xf77S63 : ^7--y MeMSPI 7(4. 
7* H y XCO^^T Lfc A^r > y b 2: T C P gp 1 1 Srtfr 

[0 186] Xf77S7 0 : ^-^Ai^;l/-^B« 
XXS^-bCTCP^DATAA'y'-y htfW^-th. 

[0 187] 7777S7 1 : )V~9 BOTC Pii 1 1 
(4 . ^- h X X izmm LtDATA^y'7 hSr^ML. 

a/vMkm^i 7A^rr. 

[0 188] 7T77S72 : A^r >y 1 7 (4, 

aft^s* /-f^x^iptf y x/^- b fmgp 

1 6£8BgU ilfiftl PTbyxfei^-bffilgT" 
ftS15. 23. 1. 2:XX^ 1 92. 1 68. 0. 

2 : 2 3t. iMflTCl PTbyx ■ tf-hffimTfo& 1 
92. 1 68. 0. 1 : YY£l 0. 0. 0. 1 : ZZ 
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[0 189] Xf77S7 3 :A^yMSSa517ii, 
Tb'l/^^l^lfTL^^'y F£, TCPiil 1 £ 
^f-LTPC-B. home-a. c o m (ig*C ) tjl 

mi. 

[0 19 0] liLkcD^Mlzi. D, TCP3^y 3 y^ 
flfflLtA^r-y F £*E5*-f5 £ i: A^TIgfc^S. &t, 
017£#flgLT, TCP3^^y 3 ye!TnK: 

xtmtz. 

[0191] Xf77S80 : /I/-? A tiS*Ajfp£>M 
ffyfe7 F F-X# 10. 0 . 0 . 1 X% *5 , gfijfcK- h 
# 2 3 STCPOFIN^vb J^i'Jif-f £ . 

[0 19 2] Xf'y7S8 1 : /F-?AC9I Pill 1 

(4, io. o . o . i ^'gftit nr i p r h Fxf«j§gB 1 

0 alzm^flt^lCOZ'.ltli^mL. TCPI1 1 

5 8 3 Wf77' S 8 2«I£MfT LT^TtS o 
[0 19 3] ^f77S82 : ^ 7 MsifflTCP3 

y a y«^as 1 8 i±, afiTts* ■ 7- F ^ x -f I 
ptv fx/* - f im^ 1 6 zmm l , Mftft i p r 

FFX ■ #^#34. 56. 1 0. 4. WWT*"3, 
3*ft7Cl PTFFX ■ stf-F#l 5. 2 3. 1. 2:X 
XtifcSa^^gyH^F I NC*ft4ACK^y 

1 8«o ( 2 ) tja*, ^wsy^^tiiRak^yi* 

[0 1 94] Xf77S83 : A^yMEjiSRl 7(4, 

wmftmm ■ y- f v x >f i p r f w/^ F«f#ii 

1 6t«eSL, iS€5feI ■ jtf-FfiffgT&S 
10. 0. 0. 1:23*15. 23. 1. 2: XX 
t, }lfl7C I ■ stf- Ffl|»C*4 19 2.1 

6 8. 0. 1 : YY£34. 5 6. 1 0. 4 :WWtf 

TCPgPl l£^LT;F-?Bt!|£5£f6. 
[0 19 5] Xf77S9 0 : ;^^B©XX»-b 

(;/k-?Ai^TCP£?)F I NAy--y F^iW-tSo 

Xf77S9 1 : TCPiil lf4*°-FXXT'SfIL£ 
F I N^y-y FSr^y hWmi T^fct. ^LT, 
;^>y MSilgpi 7(4, Ay-.y F$KiIfflTCP3*?y 
aylMl 8t, Mflftl P7FFX£J;tAK-F^ 
15. 23. 1. 2 : XXT'&O, iiflTE I PTVUX 
iUt^-F^'3 4. 5 6. 1 0. 4. WWT*£>!>TC 

ft, Xfv7S9 2bZT'y7S9 3(0$m%mT IX 

[0 19 6] Xf'y7S9 2 :A^ 7 MsIfflTCP3 

x a y«agp 1 8 (4, mmm>m ■ y- f x a i 

P7F FX/*°- F ffif§gP 1 6 * *M L , 31ff5fe I P 7 
FFX£i;tX;K-F£U 0. 0. 0. 1. ZZT&v, 



MflTCl P7Ky^J;I>'*-f^l 9 2. 1 6 8. 
0. 2. 2 3t*43*;^gyH»F I Nt*hf& 
ACKy! -y-b-^gfiSil^^^&flSL, gfl§ 

*ut*§£fc(i0l 8<o ( 3 ) tat*. Zt&WWQ&te 

[0 197] Xf77S9 3 :A^7 7(4, 
fflfl^iffi* ■^b^IP7K W/*- F ffiSpSP 

1 6£86gU SflSfcl P7F^-X*3<i;^-NffifgT- 
&415. 23. 1. 2:XX£192. 1 68. 0. 

2 : 2 3t, mmiti PTVux&kiftf-hmm-cfo 

§34. 56. 10. 4. WW* 10. 0 . 0 . 1 : Z 

CPg|51 1 Sr^-LTPC-B. home-a. conW\ 

[0 198] M^T, HI 8*#HSLT, Iil±OMH« 
^§tOV^TfMWS 0 Xf77S100 

mm%m, w*>. »xf»//s 1 io-si 17 

offlt: ack^7F i y'»fi5feS* 
■ ^-F^x-f I P 7 F* Ffi^l 6t0xy 

FUco^afcttSIISfcHTSro. 
[0 199] Xfy7S 110: /F-?Bt, ACKA 

Xt^TS 111: /F-?BC9I PiSl 0(4, ACKA 
y--y Ft££tr0^7FFXl 0. 0. 0. g 

filter i PTvuzmmi o aizm§%tix^&cox 

^ixiBSflU TCP3B1 l^UA"y-7 hffimi 

[02 00 ] Xf77Sl 1 2 : A'y- 7 MSiSffll 7 
(4, A^r-y MKjSfflTCP3^^a Vfl^iaJl 8t, 
SfiSfc I P 7 F* itfiK- F 1 0 . 0 . 0 . 1 : 
ZZT-fcO, iSftTCl P7F^.Xfcj;^ 0 -F*U 9 
2. 1 68. 0. 2 : 23?ftSTCP3^^ 3 >* 

^ a c k mm i tz ; t s- sat- h . 

[02 0 1 ] Xf77S 113: ^vHESfflTCP 
3^y 3 yffflg|I(iia 17WT77S92 T 
^fcACKT&&£i:£l$SiJU A"y- 7 Ffe3IfflTCP 
3^y 3 y^igP 1 8 (4aft5feS* ■ F ^ x >f I 
P T F H/t- F ffijfgE 1 6 * ^ L , ^ ilt^JtEt" 

sxvfj ioamif ^"7 5 y(0)7y^o ne -w 

ay (A) 3&>£¥fl5£U one-way«^t(iXf 
77S1 1 4tit^, Wmwi^tliXf77S 1 
1 6tJltr. 

[0202]Xf77S114: KtIBM^f)77SC 
io'^TACKA'y-7 F^/P-^B^MEiH-fS. 
XX-/7°S 115: Ay-.y M^jifflTCP3^^y 3 y 
8(4, fifths* ■ y-'-F^x^ I P7FFX 
/^-Fffi^l 6ttS«§tLT^I.xyFy*i«t- 

h„ ±tZ, ZCOk^, A"y-.yF»TCP3^y 3 

ymWffi 1 8 (4, ^ftfRT I P 7 F FXf*l#gP 1 0 a 
t, xy F U ^M^Sftjc I P 7 F FXtl5®§tLT 
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[0203]Xf77S116: gEfclPJ^cD2r££ 

V ■» T A C K A $r y f, § ;p _ B Ajjg ^-f § . 
Xf77S 117: A^7MsIMTCP3^y 3 y 
«agP18(±. ilfi^S*- ^-I-7x^ IP7FW 

Mmi? i 6 tfitt3*iTv^xy b y^fflfifp 

«jy 7^0ne-way fcHBSSe-tS . 
[0 2 04] I^LhO^MUct 0. TCP3*?yg^ 

ST-tsdts&^rfgt^-s. Eti 9mmtx, 

oPslo a * ? y a yMJM L ^^r^fllB^^fiJfcP 

[0 2 0 5] Xf77S 12 0: ;^AOTCPSl 
1 tf)V—9 Bfa\b COTC P3^^yn y A^lffi Lfc Z k 

[0 2 0 6] Xf77S 12 1: ;W^AOTCP»1 
1(4, OTLfc3*?y 3 ytf>Mffi U-7A>/P-7 
B) ZtlftKQI P7FW^-fSf^7hfe 

iifflT c p 3 * ? y g y«?i§& 1 8 izm%\i-& . 

[0 2 0 7] XT7 7°S1 2 2 :WAW^7MS 

i prKy^/^-bffisgpi 6*«@ru mm 

ISHOxyhUo "fflfifF«T77^" £*7(rf£o 
[0 2 08] Xrv 7°S 12 3: ;hMW^ 7 Mfc 
ilfflT CP3^yg yfggB 1 8(4. "jlftftS*" 
7 4 K#N U L LT14&1 ^ tfr$> , /I/-* B «dt 

-hxxfc^isrc, TCP3^^^ 3 y^5ii-fs id 

tTCPSfl lfcf&ij?t4. 
[ 0 2 0 9 ] *f >y TS 1 2 4 : 

i f i cat i o n^< -y -fc-y*£i£ilf 

4. 

[0210] Xf 'y 7°S 1 2 5 : MPJ^^rS^ 
1-5'^TACK^ ■y-fe-y'£gfff 6. 
Xf77S126:^- 7 > 3£3!tfflT CP3^y 3 y 

[0211] Xf77S 127: rtfy hti&Ml 7 
Xf7 7"S 13 0: /^^BOTCPlE^-^AriJ: 

[0 2 12] Xf77S 13 1: ^-7BOTCPgRl 
1(4, «U;3^;y 3 y« (A--?Afc^-? 
B) ^m^)IP7^X^-bS^^'7> 
KSfflT C P3^y 3 vmWM 1 8 fcilftrf & . 

[0 2 13] Xf77S 13 2: /h^BW^., M£ 
iUfflTCPa^^^gyfagpi 8(4. TCPgPl 



7 x >f I P 7 f y ,x . X- MSifii 1 6 £$>f! L , 881 
MSOTybij^ "am^nr77r" &^7«!:t 

£ 0 

[02 14] Xf77S 13 3: Ih^B^A^'y MS 
IfflTCP3^y 3 y«» 18(4. "Sfl^S*" 
7 ^ F ji*N ULLT*4;i:H, ^- ?Aip$>0) 
3^y 3 ytoBISS^#o 0 

[02 15] Xf77S 134: Xf77S 1 24fc£ 
V^TS^SflfcN otificationyC >yfe-y'£ 

aft*-*. 

[0216]Xf77S135: ^tMS^OTjii^ 
I-3V>tNo tif ication^ -y^-y'fcSttS 
ACK^ ■y-fe-y^ilfl-fS. 

[02 17] Xf77S136 :A"77hfjifTCP 
3^ y3 y^ilgp l 8 (4. Mfl^S* ■ f~ Y 7 x A 

i PTKyx/^-hf^iii 6tofss-ri>xyhuto 

^SffijlflTU* - NSrfrtA^— M^r (VV) (3«i 

[0 2 18] Xf77S137 : rt*ry bfijIfflTCP 
^7ya 1 8 (4. SftftS* ■ y- h 7 x >f 

i ptvi/ x/x- h 1 6 ammth x y n u ^ 
fflfifF^"7 7^^^y(;-rSo 

[0 2 1 9] J3Lh«0«yit: i "3 , ^-^At^-^Bto 
IB<z>3 ^ g y^BBf . 3^y 3 yli 

B fc S*C b<m^ ^ya y#-BIIrLfc*£<9«IH 

[02 20 ] Xf77S140 : /L--? B?)TC Pgtfl 

1 (4, S*C t (7)P^<7) a^y 3 yj&« Lfc i t 

[02 2 1 ] Xr-y7S 14 1: B(7)TC PgP 1 

1(4, «U3^^y 3 y« (/k-^BhS* 
C) CDZil^tlCDIPTVl/Zttf-hm^Z^-yh 
KiMfflT c pa^yg yfaSP l 8 (;aat"l> . 

[02 22] Xf77S14 2 : /P-^ B<0>^ v Mfg 

5ifflTCP3^7y 3 y« ; agEi 8(4, tcpsui^ 

7x^ I P7F VX/ 4"°— hffijf §P 1 6 L , ^ 
[02 23] Xf 77S143 : ^-j'BW^vM 

SfflTCP3^^y g y«agpi 8(4. S*co^-b 

2 3#fc<0^[-C, TCP3^y 3 yjJ|4nj:^; 
TCPgUl lt^-fS. ^OlS*. TCP3^y 3 

[0 2 24] Xf77S144 : /t— ^B<0>^«y hft 
SfflTC P3^y 3 y^JigP 1 8(4. ilfl^S* ■ ^ 

-b7x^ i PTYvx/tf~v%mmi emmth 

hS^- (uu) (;»^m^l> 0 

[022 5] Xf-y7S14 5 : l^fBWty-vM 
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-h^x^IPTF W/l- FffiMP 1 6 

[0 2 26] ^±«MH(: «t 0 . B fcS*C fctf) 

TaltOT CP3^y 3 yfmW LtzW&Th . 3*7 

*^0J!tj:tLa\ a--?^FQDN (fully-qual 
if ied domain name : *XF^, Y "/ Y , Y^AV&CT) 
^XW^fh^XY<^W\, www.fts.co*^) £T5 
A J< <— Y7Y FXfflft«S*fcM K) ^iX %> £ o l/ZLfzco 
X\ 7°tM'<.-F7FFX$L /n-A>7Fl/Xl£ 

p^-r. ai-? £ttsws*^w-f i. ; t 

mm-tiTvux^m^m^x^iibK 77AK-Y7 
y vxmto<m**-mcthz. t mm^t . 

[0 2 2 7] ^HJJKJfttf, /D-^TPI/ 

XfflftOD N Stw\'^)7 ij <5rV^7°^ -f 

F7F yXffi^DN St-^li7"7-i ^- F 7 Y FX 
timizRM U Ztli?v-J VUT F F XMP t> 7 7 -fe 
XT"# & i 5 £ LfcOT, 7"n-A7k7 F VXW&&X 

7°7Jk-yty vxnmmmmm-& ; t amis 

[0 2 28] jgfc, *IHHt:J:fUr, 7°7M^-F7F 
WirtT'OTCP3^ya>-i/nw ^7 F FX 
»WCP3^ygy^75^^-M ■ 7'n- 
A/FS±t#;F-7 ( r F Fx«§M ) tfSWHKSI 0 , 
Wim3*^3Vi777 (titbit) -fa-rfc 

T\ 7"n-A'^7 F WX»^75^ ^- F 7 F F Xffl 
WCP3^y 3 y £ HS-r 5 - f: IMffl&i: h . 
[0 2 29] (ftfEl) SflK^^WFFX^ 

•f safl^T«$3fism 1 -7 F 7-7 tJB U 

zemrizm 2 o 7 >f 7°7)7 f fx £ ir -t i>s*t« 
m<?M.mm<?mT<?)* -v f 7-7 tji-r 

fci DMJ£^S»figM£MLT7FFX|S^^S£ 

[0 2 3 0] (ftfB2) ^miy<^m^TYvxi 
^^mznnUit^mkMm^^xmm-t^m 

S¥&?)g:£fc*r L T , IfflB^a^St =fc 0 T FFX^Jjl 

& i x . mmcommmm.^mm itz r f ft. * a^rr 

, t £#Si:-f SftfE 1 fEifiOilfl 

[0 2 3 1 ] (#123) 7FFXft?$Og*te!fJLT 



jI»£gft/i7FFX£ffjfEi?2t07^7V)7FF 
^■Cftot. ^7)l£T7)^v F7-77)S*7)TFFX 
fcLTffll^^^7FFXfc^jtL/i7''$-7FFX 
t MJEolTTWf £ 1 . ^m^t0f)IBT F FX £ 

[0232] ( ftfB4 ) wmzmtLtimm* t> , m 
mmf^ ~r f fx m^ir - v y uzm-s. 

7'S -T F FX £ HulBffiOMfigMOT F FX 

s^asr^ttt - 1 ^ m m t-t&tim 3 fBS^am^ 

Mo 

[02 33 ] (#fE5) %10i9470)T FFXSr^T 

-tmimwxm^timico^yYv-^k. mm 
$m.(omTvm2(D? a tot y vxmt&mkxm 

$L%tim2C0*>y YV-7 tfr F7-7^ 

xfACfciit, fufsfflfi^fctt. ^oieroSffi*7j 

7 F FX £ ^efWOffifcWtf? ^.^^^fr t *fjE§ •£ 

T«a-r 4 n 1 mm^& t . m * ^m.<n 
TYuximmtmmi&wkwm^xmmi-m2 

tTaftffl#^)Sffi*^r FFx&fti^sffi^amga 

S 1 <7)^JI¥S^ ± D 7 FFXjS^^ffa ; t £=ffSt 
tS*7h7-^yXfA. 

[0 2 34] (#fE6) #7-F^--7=Sr7FF 
X Sr^ff 4 /nw^7 F UXffik. 7 T-5r^7 

FFX^^|>r7^<-F7FFXfflt, Itl^m 
Xt~ 7 & teiM-ri. MIZT Y VxmtWt'tttz o 7 Y F 
X^m^B ^tt^^^V-^yXfAtfeUT, 
l?IE7FFX^^g(i. MIE7^^^-F7FFXffl 
izmth&J-Y^LX, ^-7^fT£#^-LT 
Iff*. L . ii>'ifd7'n-K/i '7- }; u j./ •{ ,||i<,-> ' / f K 
- F 7 F F Xffl(c«t-|>F^S<7)7- F^^F^O^Iu t 

^-YTYvxmmLxwmh, zk^wmk-ti 

fV-^yXfA, 
[02 3 5 ] (#IE7) MftS*ffltffiM$il/iffi^ 
7FFX^m^B£Et*L, WIEffi^7FFX^^ 
WUi . # 7 - F fcft^ SixT^I)^.— — 7 ^ if ^ 
fe® tLT ^ 5 ^ k mm k -t h ft IE 6 IBfsO ^ >y F 
V~ 7yx-f7, 0 

[02 36] (ftfE8) #7-F#3---7&7FF 
X £#^S 7 n-A';F7 F FXffl k . 7 T"%U7 

F VXZ^h TyA^- Y7Y FXfflfc , fifE7n- 
vs;P7 FFXffltfcftS 7 F VX^m^Wj: omicOT 

Y\sxmmm.k . m%i?x3~^)V7YvxMkmti7 

v A K.- Y 7 F FXffl k fft^zh ft h 7 Y yxfl^ff 
^5m2^7FFX^m^afc£W1-^^-y FV-7y 

xtmzh \ ^x , mim i ts x urn 2 m y 
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n-A;F7 F yxffli: . IffEr^ ^- F * -y F 7-? 

mtom-c. T-?<o&%&~*snk-ti>. zbzmmb 
[0237] (#ie9) mmiwTYvzmgm. 
? y 3 ym-timmmmm 2 or f uxsmmt 

X^o 

[0 2 38] (fttaio) mminrYvxmm 
h f^-on YV7^mtm\mMzn Lxwmth z 

[0 2 3 9] (ftfBll) fiflE^S-OTKy^kt 
HulESftS*^H^^7^ A ^- F 7 F yx t (i* F 
7-? 7 yX^^tc^T F VXXfo h Z b ZmWlt-t& 
ttlBl 0ia»<7)*>y b7-^yXfA. 

[0 24 0] (ttfB12) mfES&2<7)7FyX^fl&l 

■t± , friBSft®* f: ofmo 3^y 3 y«§r§ ix£ 

BulB3*7y 3 ytMT^ffifg£#B3LT, 3*?y g 
y*W«5tiLE"f ^ t £#ittlT£ttie9lB«0*'y 

[024 1 ] (#IB13) lrffElll<7)7Fyx«g 
■(4 , MIEffi 2C)7F 1/ X'£HI§ia k^m^a^fiss 

i , mies? 2 07 f i^smgit t £>ia£*pt £ 3 

y 3 y Wi-tS i: i: fc fc, fufESI 2 07 F yxMltitM 
t MIB 3 y 3 y tM-f S ffiiMft L , fulESfl 2 <0 
7F'yx3$tltM(i. MIEill07Fyx«gM^ 

&*n$ *ut Mia 3 y 3 y mtsfit ssks^v 3 

y SrJOT-T 5 . £ t Sr^FfiS t "f 5 f+IB 9 ia»o 

[0242] (#iai4) fflB®l£J:t^2<7)7F 
yx^Jt^tt, 3*?y a yc^B£^ffSS§:fiH# 

^I>#ia9ia©0^v f7-?yXfi. 

[0243] (fttai 5) Mia3*^ 3 ywim& 

*rffi!fg(i, 3*?y 3 yo*fei4y n-TJ^o^ffiTi^ 

rRiSt t SttfE 9fEfitf>* -y F7-? yXfA s 
[0 244] (#IB16) #y-K#;x^-?47F 
yx£^rfl> ^n-^>T F yxfflfc , i^-^T*^ 
T F y x £ 7°7 >f ^- f r F y xSi: OIUTt- 
7 £fci£f & HH7 F L- x^JIIHt* 5 r F y xM£ 
HMfcM . lulB7°7 A ^- F 7 F y xHOfrf 



[0245] (#1317) #y-K^--^^TK 

V x % * f h ?'n K V x m t , 3. - - ^ T^r v > 
r f i/x * ^rr s r ^ >f ^- n r f ^xih t , mia^'n 
-^>r f vxmt miry a ^- f r f p-xit or H i 

tfcttS T F PX^m^ff* a ffitOT F PX^iil t 

^ * •/ f izwm$ti. tuia^'n-^VL-r f 
uxmiz&fz, r Yux^m^n^ o r f vxmmm. 

tfe^T, WtaffiOT FPX^jtH^fc (±M^t3^^ 

y g y * ifet l . Miaffior Yvxgmm. t ^mxm 
mza^? y 3 ytM-n>tt#^ ^-n> - 1 1 «t o . 

tffB^'n-AVPTF'yxfflt s WMTyAK-YA^y F 

[0246] (#iais) friar Fyx^m^E(i, 
}iflSffi*^3^^y 3 y^ffiii-rs^t. trlB3^^y 

3 ycw-rs'it fgsr miEffi^r f vx$mmmzmtt 
iztmrnt-rmm imwrvuxmrnm. 
[0247] ( ftte 1 9 ) mibt f y x^m^wi, 
^is*^^n^7°7 -< ^- f r f vx t \$m%hy s 

-OTFyx^flS^tMLTiiat-S^t^^St 
-f -MtfE 1 8IEKOT F yx^m^«« 

[0248] (#IE20) trlE^S-^TFyx(±, 
mTlE^iS*<7)SI^T7 >f F 7 F yx b -y F 
V- ^ ^ 7 X**»5rS 7 F y XT* £ £ b i #S t -fS 
ttlE 1 9 IEi(^7 F y 

[0249] 

ttllilLfcioWfltll WHO 

9Ar?)T f y x mmwx-mm tti m 1 ^ 

*>y FV-7t;SL. ^OffiT^m2^^^7°07Fy 
X^-f£S*Tffljt^ill>m2<7)^-yFy-7&*t- 

samn^tti^T, ffiwiifi^a«ET«^«y fv- 

m>t> . mim^b^i^Mznn^fitz^m^m l 
tim&. mw^mzx mm- zmmmmzttLXTv 

COX, 7°7^<-F7F'yxffl, ?n~J\}VTYVxm 
zmrf. i--^^ff«*(:^tl> Z b vx 

[ 0 2 5 0 ] a±_WMLfz i o t*^0flT1i, ^ 

i >f t<7)7 f y x £ irt-i> afi^MT'«§ tii> n 

1 <7)^-y F 7-7 t . fifigM^ffiTT"®2 ^)^^ 7V) 
7Fyx^^|,S*T«§ill»m2 0^-y F7-7 

t*^^£^-y F7-7yxxA^fe^T. fiffgMt; 

*^t* r f y x £ «nt-i> mmiMmb n 
m^x i wwtz>m2co { §w^&:b . zm?. iet^s 
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m^o comimmzft ixmim^m^r yvx* 
comimwxm i <&mm\iz a o r f vxmmmo 

[0 2 5 i]jfc, ammitzx o \zif%wxn. & 

y-Y tfz--- tZTYUXZ^-f&T'n-J VFT Y V 

TYY-XMb, Z\tit> mtf- * * feii-r h mtz T Y 
vxcommntc oty vxmm.wb -y f 

7-?yXfACfc^t, TFF-X^HMii, 7°^-f 
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15 /S-IPr^XT-zH! 



17 ^iryhmmm 
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[01 ] 



[01 5] 




| tt*Aj:<DTCP=i-*9-> j 



i %S53 

ran 



[02] 
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[03] 



DNS answer! 92.1 6B.0.2 



192.168.0.2//34.56.1D.4:??; 
! 5.23.1.2:??//1 92.1 6B.0.1 :??; 
1 0.0.0.1 :??// X 



[05] 



TCP i 
| .(SRC 



TCP SYN to 10.0.0.1:23 
(SRC=192.168.0.1:YY) 



1B7.16S.0.2//34.56.10^:WW; 
1 5.23.1 ,2:XX//1 92.1 68.0.1 :YY; 
1 0.0.0.1 :23//x 



NULL//1 0.0.0.1 2Z; 
192.168.0.2 :23//34.56.10.4:WW: 
1 5.23.1 .23CX//Q 
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[06] 



192.1B8.0.2//34.56.10.4:WW; 
15.23.1.2:XX//192.1 68.0.1 :YY; 
10.0.0.1:23 //x 



192.168.0.2//34.56.10.4:WW; I 
1S.23.1.2:XX//192.1B8.0.1:YY; 



[07] 



H , C-B$irn£a.com 
197.16B.0.2 

^7 



I WaJ7 10.00.1:2* 1 

192.168.0.2 :23//34.56.10AWW;fc 
I 1 5.23.1 .giXX/ZQ | 



(SRC=1 0.0.0.1 -ZZ) 



NULL// 10.0.0.124 
97.1 88.0.2 :23//34.5B.10.4:WW 
1 5.23.1 .fox//Q 



TCP ACKt 
|<SRC= 
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[09] 



19^.168.0.2 ™JfeblSP«. 



NULL//m0.0.12Z; 
68.0.2 :23//34.56.10.4:WW;| 



, Nuuy/lt 

d 192.168.0.2 :23//34.58.10AWW; 
1 5.23.1 Jj:XX//A 



I 192.168.0.2//34.56.10.4:WW; 
15.23 1.2:XX//1 92.1 68.0.1:YY; J 
10.0.0.1 :23//Q 




I 182.168.O2//k56.10.4:WW: I 
3 15.23.I.2:XX//192.168.0.1:YY; |< 
10.0.0.1 ; 23^A 



[010] 



1JC BTTorre-acom .. _>,_ 

^J* ~J 15.23.1.5 



I92.15B.0.2:23//3'!,56.10.4:WW; ~ -J 
15.23.1i;XX//A 



J ; J! 



I nullTTu 

1 92.1 68.0.2:23//34.56.1 0.4:WW; 
I IsBTfcXX^A 



(SRC=1 0.0.0.1:23) 



I 19iV68.0.2/734:5B - d.4:WW; -| 
1 5.23.1 ,2;XX//1 92.168.0.1 ;YY; 
I 1 0.0.0.1 33// A I I 
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[012] 



swan.mbt$leem 



□is 


NUL1V/10.0.0.1:ZZ; 1 
1S2.1S8.O.2:23//34.56.10.4:WW; 
15.23.1 ?:XX//0 


| 192.1680.2/>k5610.4:WW; I 

1 5.23.1 2J(X//1 92.1 68.0.1 :YY; 
1 10.O0.1:23//O 1 


qn ruction 









NULU710.0.0.1:Z; 
d 192.18B.0.2:23//34.56.10.4:WW: 
\ 15.23.T>ttX//x | 



I NULL//10.0.0.1:UU; I 
S 192.168.0.2:23//34.56.10.4:W; 
1 15.231^//Q | 



I 192.168.0.2/734.56.10.4:^ I 

1 5.23. 1.2:XX/'/1 92.1 68.0.1 :YY; 
I 1 0.0.0.1 13//Q | 



I 1 95.1 68 0 2/734.56 10.4:W: I 

15 23 1.2XX//1 92.168.0.1 :YY; 
! 1 0.0.0.1 : 22//Q I 
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I /^»yhteigfflTcp=i^»->3>ttgii[:ja*ii~| 

t >S142 
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t>S143 

TC:'=i»^>g>£a.irt3J=^ja^ | 

Kggg 
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^ Natificationjiy-tf -^ag] 
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10. H. H. H 
\ 1 f.8. ZO. H. \\ 
192. 30. 100. H 
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. /-S11 6 1 ^S11 4 
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1 Vsioo 



I ^S115 
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1 /-S131 



| TCP=j: 



tit^aa | 

i ,-8132 

7%S133 
I "S134 



1 ^S120 

| TCP3»->->3>BT$tta"1 

*rS121_ 

I TCP3^»->3>gjgg^gft| 

irS129. 
I ,-8123 

| TCP=l»»->3>Wa^?l=ffii~| 

I ^S124 
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/ Port100~1D5 





IPTKL-X 
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Port 23 


■15*il 
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Port 23 


--liic] 


10.1.1.12 


Port 23 




10.1.1.13 


Port 23 
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50. 96. 10. K1H-A) #iiSClPTKU*:1 

' &SlPm/l/X:1— . . 
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Telnet 
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10.1.1.10 


23 


Telnet 
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Telnet 
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10.1.1.12 


23 


Telnet 
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103 


10.1.1.13 
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Telnet 


20.1.1.10 


104 




23 


FTP 


20.1.1.10 


105 


10.1.1.14 


21 



